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Static program analysis

@ Programming languages hard ~ Simpler representation needed
@ Termination Graphs: Simple, all information

o Useful for properties other than termination.
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The example

Loop.main({“a”,“ab”,“b”})

class Loop {
void main(String[]l a){
int i = 0;
int j = a.length;
while (i < j) {
i += al[il.length();}}}

O Adds up lengths.
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class Loop {
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class Loop {
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Lo j =2 while (i < j) {

i += a[il.length();}}}

@ Adds up lengths.
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class Loop {

Loop.main({‘‘a’’,“‘ab’’,“‘b’’}) void main(String[] a){
. . int i = 0;
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O Adds up lengths.



The example

Loop.main({‘‘a’’,¢“??, ‘b’’})

class Loop {

void main(String[]l a){
int i = 0;
int j = a.length;
while (i < j) {
i += al[il.length();}}}

O Adds up lengths.
@ May not terminate.



The example

class Loop {

Loop.main({‘ RN NER) ) 7}) void main(String[]l a){
=0 .~ 9 int i = 0;
1= J = int j = a.length;

while (i < j) {
i += al[il.length();}}}

O Adds up lengths.
@ May not terminate.



The example

class Loop {

Loop.main({‘ P ENEEERNE :}) void main(String[] a){
=0 .~ 9 int i = 0;
1= J = int j = a.length;

i=1 j=2 while (i < j) {
i += al[il.length();}}}

O Adds up lengths.
@ May not terminate.



The example

class Loop {

Loop.main({‘‘a’’,“ 7, “b’’}) void main(Stringl[] a){
L . int i = 0;
i=0 J = 2 int j = a.length;
i=1 j=2 while (i < j) {
=1 j=2 i += alil.length();}}}

O Adds up lengths.
@ May not terminate.



The example

Loop.main({‘‘a’’,

null})

©00

class Loop {

void main(String[]l a){
int i = 0;
int j = a.length;
while (i < j) {
i += a[il.length();}}}

Adds up lengths.
May not terminate.
May throw NullPointerExc



The example

class Loop {

Loop.main({ g nu]_]_}) void main(String[]l a){
. . int i = 0;
i=0 j=2 int j = a.length;
while (i < j) {
i += al[il.length();}}}

O Adds up lengths.
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© May throw NullPointerExc



The example

class Loop {
Loop.main({ PR , null}) void main(String[]l a){
. _ int i = 0;
i=0 =2 int j = a.length;
i=1 =2 while (i < j) {
i += al[il.length();}}}

]
]

O Adds up lengths.
@ May not terminate.
© May throw NullPointerExc



The example

class Loop {
Loop.main({ EPEE null}) void main(String[]l a){
. . int i = 0;
i=0 J = 2 int j = a.length;
i=1 j=2 while (i < j) {

NullPointerException 1 += alil.lengthQ;}}}

O Adds up lengths.
@ May not terminate.
© May throw NullPointerExc



Abstract JAVA virtual machine states

main(Stringl[] a): class Loop {

00: iconst_0 #load 0 to stack void main(String[] a){
01: istore_1 #store to i int i = 0;

02: aload 0 #load a to stack int j = a.length;

03: arraylength #get array length while (i < j) {

04: istore.2 #store to j i += al[il.length();}}}
05: iload-1 #load i to stack

06: iload_2 #load j to stack

07: if_icmpge 22 #jump to end if i >= j

10: iload-1 #load i to stack O Adds up Iengths.
11: aload 0 #load a to stack e May not terminate.
12: iload_1 #load i to stack

13: aaload #load ali] © May throw NullPointerExc
14: invokevirtual length #call length()

17: iadd #add length and i

18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload O #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢
00: iconst_0 #load 0 to stack al:String[] i ,‘1:[20]
01: istore-1 #store to i

02: aload O #load a to stack

03: arraylength #get array length

04: istore._2 #store to j

05: iload-1 #load i to stack

06: iload_2 #load j to stack

07: if_icmpge 22 #jump to end if i >= j
10: iload-1 #load i to stack

11: aload 0 #load a to stack

12: iload-1 #load i to stack

13: aaload #load ali]

14: invokevirtual length #call length()
17: iadd #add length and i

18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload. O #load this to stack
01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢
00: iconst_0 #load 0 to stack al:String[] i ,‘1:[20]
01: istore-1 #store to i

02: aload O #load a to stack stack frame:
03: arraylength #get array length

04: istore._2 #store to j

05: iload-1 #load i to stack

06: iload_2 #load j to stack

07: if_icmpge 22 #jump to end if i >= j

10: iload-1 #load i to stack

11: aload 0 #load a to stack

12: iload-1 #load i to stack

13: aaload #load ali]

14: invokevirtual length #call length()

17: iadd #add length and i

18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload. O #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(Stringl[] a): 00 |a:ar | ¢
00: iconst_0 #load 0 to stack al:String[] i ,‘1:[20]
01: istore-1 #store to i

02: aload O #load a to stack stack frame:
03: arraylength #get array length

04: istore.2 #store to j @ Next program instruction
05: iload-1 #load i to stack

06: iload_2 #load j to stack

07: if_icmpge 22 #jump to end if i >= j

10: iload-1 #load i to stack

11: aload 0 #load a to stack

12: iload-1 #load i to stack

13: aaload #load ali]

14: invokevirtual length #call length()

17: iadd #add length and i

18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload. O #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(Stringl[] a): 00 |a:ar | ¢

00: iconst_0 #load 0 to stack al:String[] i ,‘1:[20]
01: istore-1 #store to i

02: aload O #load a to stack stack frame:

03: arraylength #get array length

04: istore.2 #store to j @ Next program instruction
05: iload-1 #load i to stack .

06: iload.2 #load j to stack @ Local variables
07: if_icmpge 22 #jump to end if i >= j

10: iload_ll?g #glj.oaz i to stack ’ ° Operand stack
11: aload 0 #load a to stack

12: iload-1 #load i to stack

13: aaload #load ali]

14: invokevirtual length #call length()

17: iadd #add length and i

18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload. O #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢

00: iconst_0 #load 0 to stack al:String[] i ,‘1:[20]
01: istore-1 #store to i

02: aload O #load a to stack stack frame:

03: arraylength #get array length

04: istore.2 #store to j @ Next program instruction
05: iload-1 #load i to stack .

06: iload.2 #load j to stack @ Local variables
07: if_icmpge 22 #jump to end if i >= j

10: iload_ll?g #glj.oaz i to stack ’ ° Operand stack
11: aload 0 #load a to stack heap information:
12: iload-1 #load i to stack

13: aaload #load ali]

14: invokevirtual length #call length()

17: iadd #add length and i

18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload. O #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢

00: iconst_0 #load 0 to stack al:String[] i ,‘1:[20]

01: istore-1 #store to i

02: aload O #load a to stack stack frame:

03: arraylength #get array length

04: istore.2 #store to j @ Next program instruction
05: iload-1 #load i to stack .

06: iload.2 #load j to stack @ Local variables

07: if_icmpge 22 #jump to end if i >= j

10: iload_ll?g #glj.oaz i to stack ’ ° Operand stack

11: aload 0 #load a to stack heap information:

12: iload-1 #load i to stack

13: aaload #load alil @ at a; is String array

14: invokevirtual length #call length() content unknown. length is i
17: iadd #add length and i ! g 1
18: istore_1 #store to i

19: goto 05

22: return

length():

00: aload. O #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢

00: iconst_0 #load O to stack al:String[] i ,'1:[20]

01: istore_1 #store to i

02: aload 0 #load a to stack stack frame:

03: arraylength #get array length

04: istore.2 #store to j @ Next program instruction

05: iload-1 #load i to stack .

06: iload.2 #load j to stack @ Local variables

07: if_icmpge 22  #jump to end if i >= j

10: iload_ll?g #glj.oaz i to stack ’ ° Operand stack

11: aload 0 #load a to stack heap information:

12: iload-1 #load i to stack

13: aaload #load alil @ at a; is String array

14: invokevirtual length #call length() content unknown. length is i
17: iadd #add length and i ! g 1
18: istore-1 #store to 1 @ at /1 is a non-negative integer
19: goto 05

22: return

length():

00: aload 0 #load this to stack

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢

00: iconst_0 #load O to stack al:String[] i ,‘1:[20]

01: istore_1 #store to i

02: aload 0 #load a to stack stack frame:

03: arraylength #get array length

04: istore.2 #store to j @ Next program instruction

05: iload-1 #load i to stack .

06: iload.2 #load j to stack @ Local variables

07: if_icmpge 22 #jump to end if i >= j

10: iload 1 #load i to stack @ Operand stack

11: aload 0 #load a to stack heap information:

12: iload-1 #load i to stack

13: aaload #load alil @ at a; is String array

14: invokevirtual length #call length() content unknown. length is i
17: iadd #add length and i u ! g 1
18: istore-1 #store to 1 @ at /1 is a non-negative integer
19: goto 05

22: return @ Known String object:
length(): . .

00: aload.0 #load this to stack Strlng(count =13, .- )

01: getfield count #load count field

04: ireturn #return it




Abstract JAVA virtual machine states

main(String[] a): 00| a:ar | ¢
00: iconst_0 #load 0 to stack al:String[] i ,‘1:[>0]
01: istore_1 #store to i —
02: aload 0 #load a to stack stack frame:
03: arraylength #get array length
04: istore.2 #store to j @ Next program instruction
05: iload-1 #load i to stack .
06: iload.2 #load j to stack @ Local variables
07: if_icmpge 22 #jump to end if i >= j
10: iload 1 #load i to stack @ Operand stack
11: aload 0 #load a to stack heap information:
12: iload-1 #load i to stack ’
13: aaload #load alil @ at a; is String array
14: invokevirtual length #call length() content unknown. length is i
17: iadd #add length and i u ! g 1
18: istore-1 #store to 1 @ at /1 is a non-negative integer
19: goto 05
22: return @ Known String object:
length(): . .
00: aload 0 #load this to stack Strlng(count—l3, e )
01: getfield count #load count field @ Unknown String object:
04: ireturn #return it Stri (?)
/ ring(”




Abstract JAVA virtual machine states

main(String[] a): 00 |a:a |e
00: iconst_0 #load O to stack al:String[] i ,‘1:[20]
01: istore_1 #store to i
02: aload 0 #load a to stack stack frame:
03: arraylength #get array length
04: istore.2 #store to j @ Next program instruction
05: iload-1 #load i to stack .
06: iload.2 #load j to stack @ Local variables
07: if_icmpge 22 #jump to end if i >= j
10: iload 1 #load i to stack @ Operand stack
11: aload 0 #load a to stack heap information:
12: iload-1 #load i to stack
13: aaload #load alil @ at a; is String array
14: invokevirtual length #call length() content unknown. length is i
17: iadd #add length and i u ! g 1
18: istore-1 #store to 1 @ at /1 is a non-negative integer
19: goto 05
22: return @ Known String object:
length(): . .
00: aload.0 #load this to stack Strlng(count—l3, e )
01: getfield count #load count field @ Unknown String object:
04: ireturn #return it Stri (?)
/ ring(’

Only explicit sharing ‘




while (i < j)
i+=a[i].length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0

12: iload-1

13: aaload

14: invoke length 00|a:a;|e
17: iadd ap:String[] i;  i:[>0]
18: istore_1

tate A:
19: goto 05 S
22: return @ What can happen when evaluating main?
length():
00: aload.0 @ a;: Unknown array of String objects
01: getfield count
04: ireturn

@ /1: ai's unknown length

v




while (i < j)

i+=a[i] .length()

main(String[] a):
00:
01:
O2F
03:
04:
05:
06:
07:
10:
ililg
12:
13:
14:
17:
18:
19:
22:

iconst_0
istore_1
aload_O
arraylength
istore_2
iload-1
iload-2
if_icmpge 22
iload-1
aload. O
iload-1
aaload
invoke length
iadd
istore_1
goto 05
return

length():

00:
01: getfield count
04:

aload. 0

ireturn

y

05|a:a;,i:0,j:i1|e B
ap:String[] i;  i:[>0]
00|a:a;|e A
ap:String[] i;  i:[>0]
State B:

@ Stored 0 to i
@ Stored arraylength i1 to j

@ Evaluations from A to B



while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1
06: iload.2 07|a:a;,i:0,j:ip|i1,0 ¢
07: if_icmpge 22 ap:String[] iy i1:[>0]
10: iload-1
11: aload 0 05|a:a;,i:0,j:i1|¢e B
12: iload.1 ap:String[] i;  i:[>0]
13: aaload A
14: invoke length ’ ‘
17: iadd
18: istore_1
tate C:
19: goto 05 S
22: return @ Load i (0) and j (/1) to operand stack
length():
00: aload.0 o if_icmpge cannot be evaluated

01: getfield count
04: ireturn

v




while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0

12: iload-1

13: aaload

14: invoke length
17: iadd

18: istore_1

19: goto 05

22: return
length():

00: aload. O

01: getfield count
04: ireturn

v

07|aza;,i:0,j:in|in0
ap:String[] in  ir:[>0]

T

07|a:a;,i:0,j:i1|i,0 ¢ 07|a:a;,i:0,3:0/0,0 b
ap:String[] 7 i:[>0] ap:String[] 0

| )

| ¥

State C, D, E:
@ Load i (0) and j (i1) to operand stack
o if_icmpge cannot be evaluated yet:

= Refine information:

e In D, consider case ii =0
o In E, consider case i1 > 0



while (i < j)
i+=a[i] .length()

main(Stringl[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0

12: iload-1

13: aaload

14: invoke length
17: iadd

18: istore_1

19: goto 05

22: return
length():

00: aload. O

01: getfield count
04: ireturn

4

07|a:a;,i:0, j:in|in0
ap:String[] in  ip:[>0]

T [k

| ”

| ¥

States D, E, F:
@ D jumps to end of method



while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength 07|aia;,i:0, j:ip|i0
04: istore 2 ay:String[] iy ip:[>0]
05: iload_1 T ) .
06: iload 2 c B b
07: if_icmpge 22 ’

10: iload_1
11: aload.0 ’ ‘B

13laza, i:0, j:ip|0,a1,0 F
ap:String[] ip  ip:[>0]

12: iload-1
13: aaload
14: invoke length ’
17: iadd

18: istore_1 .
19: goto 05 States D, E, F:
22: return o
length():
00: aload.0 o E evaluates to F
01: getfield count
04: ireturn

g

@ Loads array a (a1) and index i (0) to stack

v

e Cannot evaluate aaload: a;1[0] not known



. . . a1[0] : o1

while (i < J) 13|aza, i:0, j:ix |0,21,0 ¢

i+=ali].length() [ |an:String[]i i:[>0]
4 |o1:String(?) a3 \/ o1

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload._1 T L

06: iload.2 ¢ - b
07: if_icmpge 22 ’ }_)

10: iload-1
11: aload.O ’ ‘B

13la:a, i:0, j:ip |0,a1,0 F
ap:String[] ip  ip:[>0]

12: iload-1
13: aaload
14: invoke length ’
17: iadd

18: istore_1
tate G:
19: goto 05 S

22: return o Refinement of F
length():
00: aload.0 @ 0; created: null or unknown String
01: getfield count
04: ireturn

@ a1 \/ 01: They share

y

@ o1 is value at aj[i]



q . . a1[0] : o1 14|a:a,i:0,j:ip| 0,0 |H
while (i < J) 13|a:a, i:0, j:ix |0,a1,0 _Gd> ap:String[] ip  i:[>0]

i+=a[i].length() a1:String[] ip  ip:[>0] o1:String(?) a1 \/ o1
/ |op:String(?) a1 \/ o1

main(String[] a): T
00: iconst_0 ’

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload._1 T L

06: iload 2 C = D
07: if_icmpge 22 ’ }_)

10: iload-1
11: aload.0 ’ ‘B

12: iload-1
13: aaload
14: invoke length ’
17: iadd

18: istore_1 .
19: goto 05 States H to K:

22: return @ H evaluated from G, loaded o; to stack

length():
00: aload 0 @ invoke may throw NullPointerException
01: getfield count
04: ireturn

y




while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0
01: istore-1
02: aload. O
03: arraylength
04: istore_2
05: iload-1
06: iload-2
07: if_icmpge 22
10: iload-1
11: aload 0
12: iload-1
13: aaload
14: invoke length
17: iadd
18: istore_1
19: goto 05
22: return
length():
00: aload. O
01: getfield count
04: ireturn

y

G 14|a:a;,i:0, j:ip | 01,0 H 14|a:a1,1:0,j:i2] 0,0 K
| slai:String[] i i [>0] ap:String[] i i [>0]

L,

01:String(?) a3 \/ o1 0p:String(count =i3, . . .)
l i3:[>0] a1 \/ o
T 14|la:ay,i:0, j:ip |null0

’ ‘ F ap:String[] ip  ip:[>0]

| )

| ¥

States H to K:
@ H evaluated from G, loaded oy to stack

@ invoke may throw NullPointerException

= Refinement:

o /: Case 07 is null
o K: Case 07 is some object with fields



while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1
06: iload-2
07: if_icmpge 22
10: iload-1
11: aload 0
12: iload-1
13: aaload

14: invoke length
17: iadd

18: istore_1

19: goto 05

22: return
length():

00: aload.0

01: getfield count
04: ireturn

y

G H 14|a:a1,1:0,j:i2 ] 0p0 K

IR S| ai:String[] in  ip: [>0]
0p:String(count =iz, . . .)
l i3:[>0] a1 \/ o
T 14|la:ay,i:0, j:ip |null0
’ ‘ F ap:String[] ip  ip:[>0]

exception: o3
14|a:a;,i:0, j:ip |null0
ap:String[] ip  ip:[>0]
o3:NullPointerExc(. . .)

«

| )

| ¥

States H to K:
@ H evaluated from G, loaded oy to stack

@ invoke may throw NullPointerException

= Refinement:

o /: Case o7 is null (leads to NPE)
o K: Case 07 is some object with fields



vhile (i < j)
i+=a[i] .length()

main(Stringl[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1
06: iload-2
07: if_icmpge 22
10: iload-1
11: aload 0
12: iload-1
13: aaload

14: invoke length
17: iadd
18: istore.1

19: goto 05
22: return
length():
00: aload. O

01: getfield count
04: ireturn

4

G H 14|aza;,i:0, j:i2 | 02,0 K
N 8| a:String[] ip  ip:[>0]
0p:String(count =iz, . . .)

1 520 a1\ o
I Il

F 00| this:oy | e
17|a:a1,1:0,j:/2 |0 L
l a1:String[] ip  ip: [>0]
0y:String(count =i3, . . .)
o [a[20] a1\ o

| ”

| ¥

State L, M, N:

@ Evaluation to L: New stack frame on top



while (i < j)

i+=a[i] .length()

main(Stringl[] a):

00: iconst_0
01: istore-1

02: aload. O

03: arraylength
04: istore_2
05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0

12: iload-1

13: aaload

14: invoke length
17: iadd

18: istore_1

19: goto 05

22: return
length():

00: aload. O

01: getfield count

04: ireturn

]

00| this:op | e
17|a:a1,1:0,j:/2 |0
ay:String[] ip  ip:[>0]
0y:String(count =i3, . . .)
i3:[>0] a1 \/ o

ip=10i3+0

05|azay,i:ig, jiin|e
ap:String[] ip  ip: [>0]
ig: [>0]

‘ A

State L, M, N:

G
|
T F
E
T c
\
?
05|aia;,i:0,j:i1|e g
ay:String[] iy i:[>0]

@ Evaluation to M: Retrieve length, add to i




while (i < j)
i+=a[i] .length()

main(String[] a):

00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0

12: iload-1

13: aaload

14: invoke length
17: iadd

18: istore_1

19: goto 05

22: return
length():

00: aload. O

01: getfield count
04: ireturn

G H K
IR S
i ! l
F
| | L
1
J
E
D 05|a:ay,i:ig, jiin|e M
T v ap:String[] ip  ip: [>0]
’ c D |ig[>0]
05|a:a;,i:0,j:i1|e B
ap:String[] i;  i:[>0]
A O5|a:ay,i:ig, jiig|e N
ay:String[] is  is:[>0]
ig:[>0]
State L, M, N:
o
o

@ B and M similar: Merge states, get N

@ N represents both B and M (instances of N)



while (i < j)

i+=a[i] .length()

main(String[] a):

00:
01:
02:
03:
04:
05:
06:
07:
10:
ililg
12:
13:
14:
17:
18:
19:
22:

iconst_0
istore_1
aload. 0
arraylength
istore_2
iload-1
iload-2
if_icmpge 22
iload-1
aload. O
iload-1
aaload
invoke length
iadd
istore_1
goto 05
return

length():

00:
01:
04:

aload. 0
getfield count
ireturn

v

| -

| ¥

States O to S:

o Evaluate to O:

O5|a:ay,i:ig, jiig|e N

ap:String[] isg ig:[>0]
ig:[>0]

Load i, j to stack

07|azay, i:ig, juie | ipis
ap:String[] ig ig: [>0]
i:[>0]




while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0
12: iload-1

:

13: aaload

14: invoke length ’
17: iadd

g

18: istore_1

19: goto 05

22: return
length():

00: aload. O

01: getfield count
04: ireturn

y

States O to S:

T:07|azay,itia, j:ie | i ia

F:07a:ay,i:ig, jig | igia

ap:String[] is ig:[>0] aj:String[] i ie:[>0]
2 [>0] s [>0]
S~ T

07|a:zay, i:ig, j:ie | igia
5 ay:String[] ig  i: [>0]
ig:[>0]

o Refine O to P, Q: Decide result of if_icmpge



while (i < j)
i+=a[i] .length()

main(String[] a):
00: iconst_0

01: istore-1

02: aload. O

03: arraylength
04: istore_2

05: iload-1

06: iload-2

07: if_icmpge 22
10: iload-1

11: aload 0

12: iload-1

13: aaload

14: invoke length
17: iadd

18: istore_1

19: goto 05

22: return
length():

00: aload. O

01: getfield count
04: ireturn

v

|

|

States O to S:
°

@ Rest as before

04| this:os | i7 X 14|azay,izig, j:ig | 05ia 14|a:ay, iy, j:ig | 0gia
17|azay,itig, jip | ia ay:String[] is  is:[>0] ¢ ay:String[] i is:[>0]
ap:String[] s ie:[>0] [ o5: String(count =iz, . . .) 04:String(?) a1 \/ o4
o5: String(count =iz, . . .) ig:[>0] i7:[>0] a1 \/ o5 ig: [>0]
i4:[>0] i7:[>0] a1 \./ o5 T
T ; a1[ig] : o4
= —— 14.\a.a_1,1.14_,3.1@\.11;]61,14 13|atay, izia, j: gl iga1,ia
17|azay, i: ia5 30 |imia | Y ?1-_S>t;1ng[] is is:[>0] aj:String[] i ie:[>0]
?I:String‘[] ie g1 [>0] ia:[>0] 04:String(?) a3 \/ o4
ig:[20] i7:[>0] 1 ia: [>0]
ig =iz + i exception: o T
— 14|a:ay,itig,j ig| null, iy — -
05|a:al,1:18.,3:_15\€ V4 ap: String[] js ig: [>0] 13‘&231,1Zl4',JZ'16‘I4,31,I4
ai: String[] is ie:[>0] ig: [>0] - ay: String[] is  ie: [>0]
ig: [>0] 0p:NullPointerExc(. . .) ig:[>0]

W <o

T:07|azay,itia, j:ie | i6ia
ap:String[] is ig:[>0]
ia:[>0]

F:07|a:ay,1i:ig, j:ig | igia
aj:String[] i ie:[>0]
ia:[>0]

O5|a:ay,i:ig, jiig|e
ay:String[] is  is:[>0]
ig:[>0]

_ 1T

07|a:zay, i:ig, j:ie | igia
ay:String[] i s [>0]
ig:[>0]




while (i < j)

i+=a[i] .length()

main(Stringl[] a):

00:
01:
02:
03:
04:
05:
06:
07:
10:
ililg
12:
13:
14:
17:
18:
19:
22:

iconst_0
istore_1
aload. 0
arraylength
istore_2
iload-1
iload-2
if_icmpge 22
iload-1
aload. O
iload-1
aaload
invoke length
iadd
istore_1
goto 05
return

length():

00:

01: getfield count

04:

aload. 0

ireturn

States O to S:
°
°
@ Rest as before

@ All leaves program ends = construction finished



© Witness generation



Witness generation

@ Termination graphs are overapproximations of all runs



Witness generation

@ Termination graphs are overapproximations of all runs
o Let state e occur in graph starting in s

@ e really occurring in runs from s?



Witness generation

@ Termination graphs are overapproximations of all runs
o Let state e occur in graph starting in s
@ e really occurring in runs from s?

= Generate a witness run



Witness generation

@ Termination graphs are overapproximations of all runs
o Let state e occur in graph starting in s
@ e really occurring in runs from s?

= Generate a witness run

Definition
w witness for e < all runs from w lead to e




Witness generation

@ Termination graphs are overapproximations of all runs
o Let state e occur in graph starting in s
@ e really occurring in runs from s?

= Generate a witness run

Definition
w witness for e < all runs from w lead to e

Re-use graph: Traverse edges backwards




X U
...... [e—|
| v
Y
exception: og T
14|azay,i:ig,jig|null,iy | W
4 ar: String[] is  ig: [>0]
ig:[>0]
0p:NullPointerExc(. . .)
LF ,
B
| A v

@ W: program ends with a NullPointerException
= Find witness




Witness for W

exception: og
14|a:ay,i:is,] ig|null,ig
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

X u
14|atay,itig,j ig| null,ig | V
Y ap:String[] is ig:[>0]
ig: [>0]
exception: og
P 14|azay,i:ig,jig|null,iy | W
ar: String[] is  ig: [>0]
ig: [20]
0p:NullPointerExc(. . .)
LF ,
B
| A "

@ V evaluated to W




Witness for W

exception: og
14|a:ay,i:is,] ig|null,ig
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is is: [>0]
ia:[20]

| A

x U 14|a:ay,i:ig, j:ig | 0nia
¢ aj:String[] is ig: [>0]
----- 04:String(?) a3 \/ o4
ia:[>0]
14|azay,itig,j ig| null,ig | V
Y ap:String[] is ig:[>0]
ig:[>0]
exception: og T
P 14|azay,i:ig,jig|null,iy | W
ar: String[] is  ig: [>0]
ia: [20]
0p:NullPointerExc(. . .)
LF p
B
N

@ V evaluated to W

= Reverse evaluation step
o T refined to V




Witness for W

exception: og
14|a:ay,i:is,] ig|null,ig
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is is: [>0]
ia:[20]

14|a:ay,i:ig, j:ig | 0nia

14|a:ay,i:ig,]:ig|null,ig
ap:String[] is ig: [>0]
ig:[20]

X EU aj:String[] is ig: [>0]
""" 04:String(?) a3 \/ o4
ia:[>0]
14|atay,itig,j ig| null,iy | V
Y ap:String[] is ig:[>0]
ia:[>0]
w T
z
P
N

@ V evaluated to W

= Reverse evaluation step
o T refined to V

= Re-use current witness




Witness for W

exception: og
14|a:ay,i:is,] ig|null,ig
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

14|a:ay,i:ig, j:ig | Ogia

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is is: [>0]
ia:[20]

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is ig: [>0]
ig:[20]

ai[ig] : null
13|azay,itig,] gl iaya1,ia
aj:String[] i ig:[>0]
is: [>0]

X EU aj:String[] is ig: [>0]
""" 04:String(?) a3 \/ o4
ia:[>0]
J’ v |ailial o
13[a:ay, i, j:ig| iasan,ia
Y ap:String[] is  is: [>0]
04:String(?) a3 \/ o4
1 ia:[>0]
W T
V4
P
N

@ V evaluated to W

= Reverse evaluation step
o T refined to V

= Re-use current witness

@ S evaluated to T: Reverse evaluation




Witness for W

exception: og
14|a:ay,i:is,] ig|null,ig
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is is: [>0]
ia:[20]

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is ig: [>0]
ig:[20]

ai[ig] : null
13|a:ay,itig,] gl iaya1,ia
aj:String[] i ig:[>0]
is: [>0]

T
alia] : o4
13|a:ay, itig, j:ig|isania
aj:String[] i ig:[>0]
04:String(?) a3 \/ o4

ia:[>0]
1T

13|azay, itig, jti| igania
ap:String[] ig  ig: [>0]
ig:[>0]

| A

@ R refined to S: Re-use current witness

R



Witness for W

exception: og
14|a:ay,i:is,] ig|null,ig
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is is: [>0]
ia:[20]

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is ig: [>0]
ig:[20]

ai[ig] : null
13|a:ay,itig,] gl iaya1,ia
aj:String[] i ig:[>0]
is:[>0]

13|a:ap,i:0,j:1|Qap0
ap:String[] {null}

X U
...... o
| v
Y
P— —
z 13|a:ay, i:ia, j:ie| isania
ap:String[] is is: [>0]
ig:[>0]
P
N

@ R refined to S: Re-use current witness - No!

@ a; too abstract to keep information

= Instantiate array and index by concrete values




Witness for W

exception: og
14|a:ay,itia,j: ip|null,is
aj: String[] is is: [>0]
ig:[>0]

0p: NullPointerExc(. . .)

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is is: [>0]
is:[>0]

14|a:ay,i:ig,]:ig|null, iy
ap:String[] is ig: [>0]
ia:[>0]

ap[ig] : null
13|atay,itig,j ig| g a1,ia
aj:String[] i ig:[>0]
ig: [>0]

i

13latay, itis, jie| ia,a1,ia
ap:String[] ig ig: [>0]
ig:[>0]

|

13|a:ap,i:0,j:1|Qap0
ap:String[] {null}

00|a:ap|e
ap:String[] {null}

O5|a:a;,i:0,j:i1|e B
‘ ap:String[] 7 i:[>0]

00|a:a;|e A

aj:String[] i;  i1:[>0]

|

@ R refined to S:

@ a; too abstract to keep information

F:07|a:ay,1i:ig, j:ig | igia
aj:String[] i ie:[>0]
ia:[>0]

05|a:ay,i:ig, jiig|e
ay:String[] is  is:[>0]
ig:[>0]

_ 1T

07|a:zay, i:ig, j:ie | igia
ay:String[] i is:[>0]
is:[>0]

Re-use current witness - No!

= Instantiate array and index by concrete values

@ Rest analogously, yields witness



@ Looping Non-Termination



...... o
T
| v
Y
A L
cig = iz + ig B} W T
|:'F , Tig < g
B
SN 1
N

| A

o Goal: Find state that is visited again and again




X U
I —
l 1
Y
ig =iz +ig T
z
iq < ig
1T
N
t bl

@ Goal: Find state that is visited again and again

= Only consider cycles

@ Heuristic: Integers: Find values by SMT
Objects: Find values by witness generation



X U
I —
l 1
Y
ig =iz +ig T
z
iq < ig
1T
N
t bl

@ Goal: Find state that is visited again and again

= Only consider cycles

@ Heuristic: Integers: Find values by SMT
Objects: Find values by witness generation

@ Verification: By symbolic evaluation



X U
...... o
iy < Ig l
/\i3:i7+i4 Y
Lig =7 + iy 1~
z
Tig < g
N

Finding integer values by SMT

@ Use conditions on edges




iy < Ig
Nig=i74+ s
Ay =ig

Yig =7 + iy

05|ataj,izig, jiig|e
aj:String[] is ig:[>0]
ig: [>0]

U
[—|
T
T
Tig < g
T
O5lazay, i, jiig|e N

ay:String[] is  is:[>0]
ia:[>0]

Finding integer values by SMT

@ Use conditions on edges

@ Refinement, Instance renamings = Equalities

= Last instance edge ~ values stay the same




iy < Ig
Nig=i74+ s
Ay =ig

SMT Solution:
i4 = i7 - ig - O
g =1

X U
...... o
l T
Y
Yig =7 + iy 1~
z
Tig < g
1
N

Finding integer values by SMT

@ Use conditions on edges

@ Refinement, Instance renamings = Equalities

= Last instance edge ~ values stay the same




Witness

O5la:a;,i:0,j:1|e
ap:String[] 1

SMT Solution:
i4 = i7 - ig == 0
i =1

tig =7+ g

05|a:aj,i:ig, jiig|e
aj:String[] is  ig:[>0]
ig: [>0]

U

[—|
T
T
Tig < g
1T

N

Finding object values by witness generation

@ Instantiate last loop state with integer solution




Witness

O5la:a;,i:0,j:1|e
ap:String[] 1

SMT Solution:
i4 = i7 - ig == 0

/6:1

|

17|azay, izig, j:ig | inia
ap:String[] is is:[>0]
ig:[20] i7:[>0]

g =i74is

05|a:aj,i:ig, jiig|e
aj:String[] is  ig:[>0]
ig: [>0]

Finding object values by witness generation

u
]
i)
s <o
T
N

@ Instantiate last loop state with integer solution

@ Perform witness generation




Witness

O5la:a;,i:0,j:1|e
ap:String[] 1

17|a:a1,1:0,3:1|00
ap:String[] 1

SMT Solution:
i4 = i7 - ig == 0
i =1

04| this:os | i7
17|aza1,itig, jie | ia
ay:String[] is  is:[>0]
o5: String(count =iz, . . .)
4 [>0] ir:[>0] a1 \/ 0

|

17|azay, izig, j:ig | inia
ap:String[] is is:[>0]
ig:[20] i7:[>0]

g =i74is

Finding object values by witness generation

u
]
i)
s <o
T
N

@ Instantiate last loop state with integer solution

@ Perform witness generation

@ Use integer solution if possible




Witness

O5la:a;,i:0,j:1|e
aj:String[] 1

17|a:a1,1:0,3:1|00
ap:String[] 1

04| this: o5 |0
17|a:a;,i:0,3:1(0
a;:String[] 1 a1 \/ o5
o05:String(count =0, . . .)

04| this:os | iz

17|azay, i:ig, jig | ia
ap:String[] is ig:[>0]
o5: String(count =iz, . . .)
4 [20] 7:[>0] a3 \/ o5

17|azay, izig, j:ig | inia
ap:String[] is is:[>0]
i[>0 ir:[>0]

ig = i7 + ig

SMT Solution:
i4 = i7 == ig == 0

16:1

Finding object values by witness generation

i <o

@ Instantiate last loop state with integer solution

@ Perform witness generation

@ Use integer solution if possible




Witness

O5la:a;,i:0,j:1|e
aj:String[] 1

17|a:a1,1i:0,3:1|00
ap:String[] 1

04| this: o5 |0
17|a:a;,i:0,3:1(0
a;:String[] 1 a1 \/ o5
o05:String(count =0, . . .)

04| this:os | iz
17|azay,iig, jiig | ia
ap:String[] is ig:[>0]
os5: String(count =iz, . . .)
ig: [20] i7:[20] a1\/ o5

17|azay, itig, j:ig | inia

ap:String[] is  is:[>0]
i[>0 ir:[>0]
6= i7 +is

13|a:a3,1:0,3:1(0
a3:String[] {os}
o05: String(count =0, . . .)

05la:az,i:0,j:1|e
a3:String[] {os}
o05: String(count =0, . . .)

SMT Solution:
i4 = i7 - ig - 0
=1

O5|a:zay,i:ig, j:ig|e
aj:String[] is ig:[>0]
ig: [>0]

14|azay,izig, j:ip | 05
ay:String[] is  is:[>0]
o5: String(count =iz, . . .)
ig:[>0] i7:[>0] a1 \/ o5

14|a:ay,i:ig, j:ig | Ogia
ay:String[] i is:[>0]
04:String(?) a3 \/ o4

05|a:ay,i:ig, jiig|e
ay:String[] is  is:[>0]
ig:[>0]

is:[>0]

ai[ia] : o4
13[atay, i, j:ig| iasa1,ia
ap:String[] is is: [>0]
04:String(?) a3 \/ o4

ia:[>0]
1T

13latay, itis, jie| ia,a1,ia
ap:String[] is ig: [>0]
ia:[>0]

i <o

F:07|a:ay,1i:ig, j:ig | igia
aj:String[] i ie:[>0]

~

ia:[>0]
1T

07|a:zay, i:ig, j:ig | igia
ay:String[] i ie:[>0]
is:[>0]

Finding object values by witness generation

Perform witness generation

°
@ Use integer solution if possible
°

Continue until state at loop start

Instantiate last loop state with integer solution




Witness x y
Y
g = f7 +ig T
z
Tig < g

05la:az,i:0,j:1|e 05\3:3'1,i:i4',j:'i5|s N
a3:String[] {os} ?1-:Str1ng[] s ig[>0] b
o5: String(count =0, . . .) ig: [>0]

Verification
@ Check that object values stay the same:

=- Perform symbolic evaluation.



Witness

05la:az,i:0,j:1|e
a3:String[] {os}

o5: String(count =0, . . .

00|a:az|e
az:String[] {os}

o5: String(count =0, . . .

X U
Y
g =iz +ig T
V4
ip < ig
05|a:a;,i:0,j:i1|e
ay:String[] iy i:[>0] T
05|a:zaj,izig, jiig|e N
00|a:ar|e ap:String[] ig ig:[>0] b
aj:String[] i;  i1:[>0] ia: [20]
Verification

@ Check that object values stay the same:

=- Perform symbolic evaluation.

Witness

@ Find start state witness




© Non-Looping Non-Termination



static void nonLoop(
int x, int y) {
if (y >=0) {
1 while(x >= y) {
int z = x - y;
2 if (z > 0) {
3 x--;
} else {
4x = 2%x + 1;

v+ b

@ nonLoop does not terminate for x = 1,y = 1:

(1,1)=(3,2)—(2,2)— (5,3)—(4,3)—(3,3)— ...



static void nonLoop(
int x, int y) {
if (y >=0) {
1 while(x >= y) {
int z = x - y;
2 if (z > 0) {
3 x--;
} else {
4x = 2%x + 1;

v+ b

@ nonLoop does not terminate for x = 1,y = 1:

@ Program run is non-periodic:

(1,1)= (3,2)— (2,2)— (5,3)— (4,3)— (3,3)— ...



static void nonLoop(
int x, int y) { : .
if (y >=0) { .1 X1, yih
1 while(x >= y) { ih:Z ip:[>0]
int z = x - y;
2 if (z > 0) {
BEx-—-;
} else {
4x = 2%x + 1;

v+ b

¥

@ nonLoop does not terminate for x = 1,y = 1:

@ Program run is non-periodic:

(1,1)5 (3,2)— (2,2)— (5,3)— (4,3)— (3,3)— ...

o Always: Generate Termination Graph



static void nonLoop(
int x, int y) {
if (y >=0) {
1 while(x >= y) {
int z = x - y;
2 if (z > 0) {
3 x--;
} else {
4x = 2%x + 1;

v+ b

1 x:i1,y:h
ih:Z ip:[>0]

i
i3

1V

I3 |
i1 — i

2

h:7Z

Xii,yii2,2:03
i:[>0] h:Z

@ A to B: Refine + Evaluation




static void nonLoop(
int x, int y) {
if (y >=0) {
1 while(x >= y) {
int z = x - y;
2 if (z > 0) {
3 x--;
} else {
4x = 2%x + 1;

v+ b

1 .. A
Xin,y:n2

ih:Z ip:[>0]
>0 |
i3 =i1— i

. . . B

2 xii,yii,z:i3
h:Z i:[>0] h:Z

2 xih,yih,z:i3
h:Z ip:[>0] i3:[>0]

i3>‘c/c N <o

2 xii,yii,z:i3
i1:Z ir:[>0] i3:[<0]
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