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@ Termination of C programs with explicit pointer arithmetic
@ Winner of SV-COMP 2015 & 2016 termination competition

@ Drawback: assumes mathematical integers Z instead of bitvectors
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Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) { void g(unsigned int j)
unsigned int j = 0; while (j > 0) j++; }
while (j <= x) j++; }

for Z: termination for Z: non-termination
for bitvectors:  non-termination for bitvectors: termination

@ Goal: adapt byte-accurate symbolic execution to bitvector arithmetic

@ Solution: express bitvector relations by relations on Z

e standard SMT solving over Z  for symbolic execution

e standard ITSs over Z for termination proving
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void g(unsigned int j) {
while (j > 0) j++; }
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From C to LLVM

define i32 @g(i32 j . . . q

entry: 0:ad =g(a110cJa) i{32 void g(unsigned int j) {
1:store i32 j, i32% ad while (j > 0) j++; }
2:br label cmp

cmp: 0:jl1 = load i32* ad
1
2

:jilp = icmp ugt i32 ji, O
:br i1 jlp, label body,
label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }
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Abstract States

define 132 @g(i32 j) {

entry: 0:ad = alloca i32

:store i32 j, i32% ad

:br label cmp

:j1 = load i32* ad

:jilp = icmp ugt i32 ji, O

:br i1 jlp, label body,
label done

0:j2 = load i32% ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3

0

0
1
2
cmp: O
1
2
body:

:br label cmp
:ret void }

done:
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1:store i32 j, i32% ad
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1
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:br i1 jlp, label body,
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Abstract States

define 132 0g(i32 j) {

entry: O
1
2
cmp: O
1
2
body:
done:

ad = alloca i32

:store i32 j, i32% ad

:br label cmp

:j1 = load i32% ad

:jlp = icmp ugt i32 ji1, O
:br i1 jlp, label body,

label done

0:j2 = load i32* ad

1:inc = add i32 j2, 1
2:
3
0

store i32 inc, i32* ad

:br label cmp
:ret void }

Abstract state a:
pos: program position (block, next instruction)
PV program variables — symbolic variables

a

(entry,?2)

{J = vj,ad = Vad}

<= pos

<~— PV



Abstract States

define 132 0g(i32 j) {

entry: O
1
2
cmp: O
1
2
body:
done:

ad = alloca i32

:store i32 j, i32% ad

:br label cmp

:j1 = load i32% ad

:jlp = icmp ugt i32 ji1, O
:br i1 jlp, label body,

label done

0:j2 = load i32* ad

1:inc = add i32 j2, 1
2:
3
0

store i32 inc, i32* ad

:br label cmp
:ret void }

Abstract state a:
pos: program position (block, next instruction)
PV program variables — symbolic variables
AL: allocation list Jvi, v

a

(entry,?2)
{J = vj,ad = Vad}

{HWM,VHMH}

<— pos
<~— PV

<— AL



Abstract States

define 132 0g(i32 j) {

entry: O
1
2
cmp: O
1
2
body:
done:

ad = alloca i32

:store i32 j, i32% ad

:br label cmp

:j1 = load i32% ad

:jlp = icmp ugt i32 ji1, O
:br i1 jlp, label body,

label done

0:j2 = load i32* ad

1:inc = add i32 j2, 1
2:
3
0

store i32 inc, i32* ad

:br label cmp
:ret void }

Abstract state a:
program position (block, next instruction)
program variables — symbolic variables

pos:
PV:
AL:

KB:

allocation list [vi, vo]

a

(entry,?2)
{j=vj,ad = vaq}
{[vaas Venal}
{Vend = Vaa + 3}

<— pos
<~— PV
<— AL

<— KB

knowledge base (FO-(in)equalities over symbolic variables)



Abstract States

define i32 @g(i32 j) { @ | (entry,2) <— pos
entry: 0:ad = alloca i32
1:store i32 j, i32* ad {i=vjad=va} | &= PV
2:br label cmp
cmp: 0:j1 = load i32% ad {[[Vacb Vend]]} «— AL
1:jlp = icmp ugt i32 j1, O
2:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32% ad Heuristic: partition program variables
3:br label cmp intoU WS
done: O:ret void } ) x €U:  PV(x) represents value of x

as unsigned integer

Abstract state a:
pos: program position (block, next instruction)
PV program variables — symbolic variables
AL: allocation list [vi, va]
KB: knowledge base (FO-(in)equalities over symbolic variables)
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3
0

0
1
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1
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body:

:br label cmp

done: O:ret void }

Abstract state a: ERR or
pos: program position (block, next instruction)
PV program variables — symbolic variables
AL: allocation list Jvi, v
KB: knowledge base (FO-(in)equalities over symbolic variables)
PT: points-to atoms vi ““type,u V2
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entry: 0:ad = alloca i32
:store i32 j, i32% ad {i=vjad=va} | &= PV
:br label cmp
:j1 = load i32% ad {[Vvaa, Vend]} — AL
:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load i32% ad {Vaa 1320 v} = PT
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
0
):

0
1
2
cmp: O
1
2

body:

done:

° (a

:ret void }

FO formula containing
e KB and consequences of AL and PT

e information on ranges of integers:



Abstract States

define i32 @g(i32 j) { @ | (entry,2) <— pos
entry: 0:ad = alloca i32
1:store i32 j, i32* ad {i=vjad=va} | &= PV
2:br label cmp
0
1
2

:j1 = load i32% ad {[Vvaa, Vend]} — AL
:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load i32* ad {vaa 32,0 v} — PT
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
0

cmp:

body:

done:

° (a

:ret void }

: FO formula containing
e KB and consequences of AL and PT

e information on ranges of integers:

j €U hastype i32 = 0 < PV(j) < umaxs,
N—— N——
vj 2321



Abstract States

define i32 @g(i32 j) { @ | (entry,2) <— pos
entry: 0:ad = alloca i32
1:store i32 j, i32* ad {i=vjad=va} | &= PV
2:br label cmp
0
1
2

:j1 = load i32% ad {[Vvaa, Vend]} — AL
:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load 132+ ad {Vaa 1320 v} = PT
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
0
Ci

cmp:

:ret void }

oncrete:.
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define i32 @g(i32 j) { @ | (entry,2) <— pos
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2:br label cmp
0
1
2
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:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load 132+ ad {Vaa 1320 v} = PT
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
0
Ci

cmp:

:ret void }

oncrete: ¥ symbolic variables v 31 € Z such that = (a) = v =1



Abstract States

define i32 @g(i32 j) { @ | (entry,2) <— pos
entry: 0:ad = alloca i32
1:store i32 j, i32* ad {i=vjad=va} | &= PV
2:br label cmp
0
1
2

:j1 = load i32% ad {[Vvaa, Vend]} — AL
:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load 132+ ad {Vaa 1320 v} = PT
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
done: O:ret void }
a)
Ci

(a): FO formula
a concrete: ¥ symbolic variables v 31 € Z such that = (a) = v =1

cmp:

body:

@ (a)s,: separation logic formula, extends (a) by details on memory
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define i32 @g(i32 j) { @ | (entry,2) <— pos
entry: 0:ad = alloca i32
:store i32 j, i32% ad {j=vj,ad = vaq} ~— PV
:br label cmp
:j1 = load i32% ad {[Vvaa, Vend]} — AL
:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3
0

0
1
2
cmp: O
1
2

{Vad (_>i32,u VJ} < PT

body:

:br label cmp

done: O:ret void }

e (a): FO formula

@ a concrete: ¥ symbolic variables v 31 € Z such that = (a) = v =n

@ (a)s,: separation logic formula, extends (a) by details on memory

@ abstract state a represents concrete state
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define i32 @g(i32 j) { @ | (entry,2) <— pos
entry: 0:ad = alloca i32
:store i32 j, i32% ad {j=vj,ad = vaq} ~— PV
:br label cmp
:j1 = load i32% ad {[Vvaa, Vend]} — AL
:jlp = icmp ugt i32 ji1, O
:br i1 jip, label body, {Vend = Vaa + 3} < KB
label done
0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3
0

0
1
2
cmp: O
1
2

{Vad (_>i32,u VJ} < PT

body:

:br label cmp

done: O:ret void }

e (a): FO formula

@ a concrete: ¥ symbolic variables v 31 € Z such that = (a) = v =n

@ (a)s,: separation logic formula, extends (a) by details on memory

@ abstract state a represents concrete state iff
(a)sy is satisfied by instantiation corresponding to concrete state



Symbolic Execution

define 132 0g(i32 j) { A (entry, 0)

entry: 0:ad = alloca i32 {i=v..}

:store i32 j, i32% ad a

:br label cmp {0= vy <umax, ..}

:j1 = load i32% ad =

:jlp = icmp ugt i32 ji1, O

:br il jlp, label body,
label done

0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3

0

0
1
2
cmp: O
1
2
body:

:br label cmp
:ret void }

done:
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Symbolic Execution

define i32 0@g(i32 j) { A (entry,0) B [(entry, 1)
entry: 0:ad = alloca i32 {i=vj ...} {j =vj,ad = vag, ...}
1:store 132 j, i32#% ad a —{{[vaa; vena]}
2:br label cmp {zogvj <umax, ...} !{Zve,,d = Vaa +3,...}
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1:j1p.= i.cmp ugt i32 j1, O C [(entry, 2)
2:br il jlp, label body, {j=vj,ad = vag, ...}
label done {[vaa, Vendl}
body: 0:j2 = load i32% ad {-
1:inc = add i32 j2, 1 {Vaa = vy}
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3:br label cmp (c.mg’ 0? a—
done: 0O:ret void } | %[J[v;,vix;,:]]}_ Vaa, -}
{Vad — VJ'}




Symbolic Execution
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%) %)
cmp: 0:j1 = load i32% ad l
1:jlp = icmp ugt i32 j1, O C [(entry, 2)
2:br il jlp, label body, {j=vj,ad = vag, ...}
label done {[vaa, Vendl}
body: 0:j2 = load i32% ad {-
1:inc = add i32 j2, 1 {Vaa = vy}
2:store i32 inc, i32* ad D I
3:br label cmp Sl,zmp’ 8) ad — v }
. . : = Vj, = Vag, ..-
done: O:ret void } | {[vad, Vona]}
{Vaa = vj}
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define i32 0@g(i32 j) { A (entry,0) B [(entry, 1)
entry: 0:ad = alloca i32 {i=vj ...} {j =vj,ad = vag, ...}
1:store 132 j, i32#% ad a —{{[vaa; vena]}
2:br label cmp {0<vj <umax, ...} {Vend = Vaa +3,...}
cmp: 0:j1 = load i32% ad 2 2 l
1:jlp = icmp ugt i32 j1, O C [(entry, 2)
2:br il jlp, label body, {j=vj,ad = vag, ...}
label done {[vaa, Vendl}
body: 0:j2 = load i32% ad {-
1:inc = add i32 j2, 1 {Vaa = vy}
2:store i32 inc, i32* ad D I
3:br label cmp (c.mg’ 0? a—
done: 0O:ret void } | %[J[v;,vix;,:]]}_ Vaa, -}
{Vad — VJ'}
L
E |(cmp, 1)
{J = vj,ad = Vad,
jl = Vj, }
{lIVad7 Vsnd]]}
{-}
{Vad — Vj}




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)
1:store i32 j, i32% ad {j =vj,ad = vaq,
2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[vid, Vend][}
1:jlp = icmp ugt i32 ji, O
2:br il jip, label body, {vae = v}

label done

body: 0:j2 = load i32%* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)
1:store i32 j, i32% ad {j =vj,ad = vaq,
2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[vid, Vend][}
1:j1lp = icmp ugt i32 ji1, O
2:br il jip, label body, {vae = v}

label done

body: 0:j2 = load i32%* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = icmp ugt i32 ty, to




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)
1:store i32 j, i32% ad {j =vj,ad = vaq,
2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[vid, Vend][}
1:j1lp = icmp ugt i32 ji1, O
2:br il jip, label body, {vae = v}

label done

body: 0:j2 = load i32%* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = icmp ugt i32 ty, to
esetxtol if E (a) = (PVu(t1) > PV,(t2))




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)
1:store i32 j, i32% ad {j =vj,ad = vaq,
2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[Ve}td’ Vend][}
1:j1lp = icmp ugt i32 ji1, O
2:br il jip, label body, {vae = v}

label done

body: 0:j2 = load i32%* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = icmp ugt i32 ty, to
esetxtol if E (a) = (PVu(t1) > PV,(t2))
esetxto0 if E (a) = (PVu(t1) < PV,(t2))




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)
1:store i32 j, i32% ad {j =vj,ad = vaq,
2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[Ve}td’ Vend][}
1:j1lp = icmp ugt i32 ji1, O
2:br il jip, label body, {vae = v}

label done

body: 0:j2 = load i32%* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = icmp ugt i32 ty, to
esetxtol if E (a) = (PVu(t1) > PV,(t2))
esetxto0 if E (a) = (PVu(t1) < PV,(t2))

@ otherwise: case analysis




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)

1:store i32 j, i32% ad {j =vj,ad = vaq,

2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[Ve}td’ Vend][}

1:j1lp = icmp ugt i32 ji1, O

2:br il jip, label body, {vae = v}

label done F / e \
body: 0:3j2 = load i32* ad (cnp, 1) (cnp, 1)
. . . {ad = Vad,jl = Vj,...} {ad = Vad,jl = Vj, }

e e g, {[vea; Vend]} {[vea; vend]}

2:store i32 inc, i32* ad {v; <0,..} {vj >0,..

3:br label cmp {vaa = vj} {Vaa = vj}
done: O:ret void }

Symbolic execution rule for x = icmp ugt i32 ty, to

esetxtol if E (a) = (PV,(t1) > PV,(t2))
esetxto0 if E (a) = (PV,(t1) < PV,(t2))

@ otherwise: case analysis




Integer Comparison

define 132 @g(i32 j) { E n
entry: 0:ad = alloca i32 (cmp, 1)

1:store i32 j, i32% ad {j =vj,ad = vaq,

2:br label cmp l=vj, ..}
cmp:  0:j1 = load i32* ad }[[Ve}td’ Vend][}

1:j1lp = icmp ugt i32 ji1, O

2:br il jip, label body, {vae = v}

label done F / e \
body: 0:3j2 = load i32* ad (cnp, 1) (cnp, 1)
. . . {ad = Vad,jl = Vj,...} {ad = Vad,jl = Vj, }

e e g, {[vea; Vend]} {[vea; vend]}

2:store i32 inc, i32* ad {v; <0,..} {vj >0,..

3:br label cmp {vaa = vj} {Vaa = vj}
done: O:ret void } 1

Symbolic execution rule for x = icmp ugt i32 ty, to

esetxtol if E (a) = (PV,(t1) > PV,(t2))
esetxto0 if E (a) = (PV,(t1) < PV,(t2))

@ otherwise: case analysis




Symbolic Execution

define i32 @g(i32 j) { c l

entry: 0:ad = alloca i32
1:store i32 j, i32* ad (cmp,1)
2:br label cmp {ad = vas, 31 = v,
cmp: 0:jl1 = load i32% ad {[Vaa, Vend}]’}"’
1:j1p = icmp ugt 132 ji, O |{v; >0,..}
2:br il jilp, label body, {Vaa = vj}
label done
body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
done: O0:ret void }




Symbolic Execution

define i32 @g(i32 j) {
entry: 0:ad = alloca i32 G l H
1:store i32 j, i32* ad (cmp,1) (cmp,2)
2:br label cmp {ad = "‘“““Jl}: ‘3 {ad = Va‘”.i Y )
cmp: 0:jl = load i32* ad {[Vaa, Vena]} 1 {[vaa, Vendj]]}p '
1:j1p = icmp ugt i32 ji, O |{v; >0,..} {v; >0,..}
2:br il jilp, label body, {Vaa = vj} {Vaa = vy}
label done
body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
done: O0:ret void }




Symbolic Execution

define i32 @g(i32 j) {
entry: 0:ad = alloca i32 G l H
1:store i32 j, i32* ad (cmp,1) (cmp,2)
2:br label cmp {aa = V‘“‘d’Jl}: | ((ed= Vad’;ipivjl’ !
cmp: 0:jl1 = load i32% ad {[Vads Vend]} — {[Vad, Vena]} '
1:j1p = icmp ugt i32 ji, O |{v; >0,..} {v; >0,...}
2:br il jip, label body, {Vaa = vj} {Vaa = vy}
label done
body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
done: O0:ret void } )




Symbolic Execution

define i32 @g(i32 j) {
entry: 0:ad = alloca i32 G l H

1:store i32 j, i32* ad (cmp,1) (cmp,2)

2:br label cmp {aa = V‘“‘d’Jl}: | ((ed= Vad’;ipivjl’ !
cmp: 0:jl1 = load i32% ad {[Vads Vend]} — {[Vad, Vena]} '

1:j1p = icmp ugt i32 ji, O |{v; >0,..} {v; >0,...}

2:br il jip, label body, {Vaa = vj} {Vaa = vy}

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1 /

2:store i32 inc, i32% ad (body, 0)

3:br label cmp E[‘Sd: :ad;]j'}'}
done: O:ret void } | {v; >’O’E"}

{Vad — Vj}




Symbolic Execution

define i32 @g(i32 j) {
entry: 0:ad = alloca i32 G l H

1:store i32 j, i32* ad (cmp,1) (cmp,2)

2:br label cmp {aa= "ad’Jl}: Vi {ad= Vad’;ipi"jl’ ,
cmp: 0:jl = load i32* ad {[Vaa, Vena]} T {[vac, vera]} '

1:j1p = icmp ugt i32 ji, O [{v; >0,..} {v; >0,..}

2:br il jilp, label body, {Vaa = vj} {Vaa = vy}

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1 /

2:store i32 inc, i32* ad (body, 0)

3:br label cmp %E‘id: ‘\:ad‘;]j'}'}
done: O:ret void } | {v; >’O’e"}

{Vad — Vj}




Symbolic Execution

define i32 @g(i32 j) {
entry: 0:ad = alloca i32 G l H
1:store i32 j, i32* ad (cmp,1) (cmp,2)
2:br label cmp {aa= "ad’Jl}: Vi {ad= Vad’;ipi"jl’ ,
cmp: 0:jl = load i32* ad {[Vaa, Vena]} T {[vac, vera]} '
1:j1p = icmp ugt i32 ji, O [{v; >0,..} {v; >0,..}
2:br il jilp, label body, {Vaa = vj} {Vaa = vy}
label done
body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1 /
2:store i32 inc, i32* ad (body, 0)
3:br label cmp %E‘id: ‘\:ad‘;]j'}'}
done: O:ret void } | {v; >’O’e"}
{Vad — Vj}
|
(body, 1)

{ad = Vad,jQ = Vj, }
{HVad: Vend]]}
{Vj > 0, }
{vaa = v}




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp:  0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O
2:br il jlp, label body,

label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O
2:br il jlp, label body,

label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = add i32 t, t




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O
2:br il jlp, label body,

label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = add i32 ti, t» where x € U




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O
2:br il jlp, label body,

label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = add i32 ti, t» where x € U
@ set x to PV, (t1) + PV.(t) if = (a) = PV, (t1) + PVi(t2) < umaxsp




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O
2:br il jlp, label body,

label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = add i32 ti, t» where x € U
@ set x to PV, (t1) + PV.(t) if = (a) = PV, (t1) + PVi(t2) < umaxsp
@ set x to PV,(t1) + PV,(t2) — 232 if = (a) = PV,(t1) + PV.(t2) > umaxs,




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O
2:br il jlp, label body,

label done

body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp

done: O:ret void }

Symbolic execution rule for x = add i32 ti, t» where x € U

@ set x to PV, (t1) + PV.(t) if = (a) = PV, (t1) + PVi(t2) < umaxsp
@ set x to PV,(t1) + PV,(t2) — 232 if = (a) = PV,(t1) + PV.(t2) > umaxs,

@ otherwise: case analysis




define 132 @g(i32 j) {

entry:

cmp:

body:

done:

I\)HOI\JHO

:ad = alloca i32

:store i32 j, i32* ad
:br label cmp

:j1 = load i32%* ad
:jlp = icmp ugt i32 ji,
:br i1 jlp, label body,

label done

:j2 = load i32* ad

:inc = add i32 j2, 1
:store i32 inc, i32* ad
:br label cmp

:ret void }

0

J |(body, 1)
{ad = Vad,j2 = Vj, }
- —— {[Vad, Venda]}
{Vj >0,..}
{Vaa = vj}

VNN

(body, 1)
{32 = vy}
{[Vad, Vend] }

{vj +1 > umax, ...

{Vaa = vy}

}

(body, 1)
{322 vy}
{IIVad’ Vendﬂ}

{vj +1 < umax, ...

{Vaa = v3}

}

Symbolic execution rule for x

add i32 t, b

where x € U

@ set x to PV, (t1) + PV,(t2)

if ': (a) — P\/u(tl) -+ PVu(tg) < umaxsp
@ set x to PV,(t1) + PV,(t2) — 232 if = (a) = PV,(t1) + PV.(t2) > umaxs,

@ otherwise: case analysis




define 132 @g(i32 j) {

entry:

cmp:

body:

done:

I\)HOI\JHO

:ad = alloca i32

:store i32 j, i32* ad
:br label cmp

:j1 = load i32%* ad
:jlp = icmp ugt i32 ji,
:br i1 jlp, label body,

label done

:j2 = load i32* ad

:inc = add i32 j2, 1
:store i32 inc, i32* ad
:br label cmp

:ret void }

0

J |(body, 1)

- ———{{[Vad, Vena]}

{ad = Vad,j2 = Vj, }

{vi >0,..}

{Vaa = v5}
« /N
(body, 1) (body7
{i2=v;,..} {iz2=v;, ...}

{[[Vady Vend]]}

{vj = umax, ...}

{Vaa = vy}

{IIVad’ Vendﬂ}

{vj +1 < umax, ...

{Vaa = v3}

}

Symbolic execution rule for x

add i32 t, b

where x € U

@ set x to PV, (t1) + PV,(t2)

if ': (a) — P\/u(tl) -+ PVu(tg) < umaxsp
@ set x to PV,(t1) + PV,(t2) — 232 if = (a) = PV,(t1) + PV.(t2) > umaxs,

@ otherwise: case analysis




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = vi}
1:jilp = icmp ugt i32 ji, O \
2:br il jlp, label body, K L
label done (b,Ody’l) (b,Ody’l)
. . {j2 = umax, ...} {i2=vj,...}
body: 0:j2 = load i32* ad {[vads Vena]} {[vad, Vena]}
lrinc = add i32 j2, 1 {vj = umax, ...} {vj +1 < umax,...}
2:store i32 inc, i32* ad {Vaa <> umax} {Vaa = vy}
3:br label cmp
done: O:ret void } )

Symbolic execution rule for x = add i32 ti, t» where x € U

@ set x to PV,(t1) + PV,(t2) if E(a) = PV,(t1) + PV,(t2) < umaxs,
@ set x to PV,(t1) + PV,(t2) — 232 if = (a) = PV,(t1) + PV.(t2) > umaxs,
@ otherwise: case analysis




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = vi}
1:jilp = icmp ugt i32 ji, O \
2:br il jlp, label body, K L
label done (b,Ody’l) (b,Ody’l)
. . {j2 = umax, ...} {i2=vj,...}
body: 0:j2 = load i32* ad {[vads Vena]} {[vad, Vena]}
lrinc = add i32 j2, 1 {vj = umax, ...} {1<vj <umax—1,..}
2:store i32 inc, i32* ad {Vaa <> umax} {Vaa = v}
3:br label cmp
done: O:ret void } )

Symbolic execution rule for x = add i32 ti, t» where x € U

@ set x to PV,(t1) + PV,(t2) if E(a) = PV,(t1) + PV,(t2) < umaxs,
@ set x to PV,(t1) + PV,(t2) — 232 if = (a) = PV,(t1) + PV.(t2) > umaxs,
@ otherwise: case analysis




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O \
2:br il jlp, label body, K L
label done (b,Ody’l) (b,Ody’l)
body: 0:j2 = load i32% ad {32 = umax. ..} {32=v,..}
’ T . . {lvad; Venal} {lvad, Venall}
lrinc = add i32 j2, 1 {vj = umax, ...} {1<vj <umax—1,..}
2:store i32 inc, i32* ad {Vaa <> umax} {Vaa = v}
3:br label cmp
done: O:ret void } M
) (body, 2)
{inc =0,...}
{[[Vam Vend]]}
{-}
{Vaa < umax}




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O \
2:br il jlp, label body, K L
label done (b,Ody’l) (b,Ody’l)
body: 0:j2 = load i32% ad {32 = umax. ..} {32=v,..}

’ T . . {lvad; Venal} {lvad, Venall}
lrinc = add i32 j2, 1 {vj = umax, ...} {1<vj <umax—1,..}
2:store i32 inc, i32* ad {Vaa <> umax} {Vaa = v}
3:br label cmp

done: O:ret void } M N
‘ (body, 2) (body, 2)
{inc =0,...} {inc = Vinc, ...}
{[[Vam Vend]]} {[[Vad, Vend]]}
{...} {2 < Vinc < umax,
Vinc = Vj + 1, }
{Vaa < umax} {Vaa = vj}




define i32 @g(i32 j) { J | (vody, 1)
entry: 0:ad = alloca i32 {ad = vag, j2 = vj, ...}
1:store i32 j, i32% ad v —{{[vaa, vend]}
2:br label cmp fvy > 0,0}
cmp: 0:j1 = load i32% ad {vaa = v}
1:jilp = icmp ugt i32 ji, O \
2:br il jlp, label body, K L
label done (b,Ody’l) (b,Ody’l)
body: 0:j2 = load i32% ad {32 = umax. ..} {32=v,..}

’ T . . {lvad; Venal} {lvad, Venall}
lrinc = add i32 j2, 1 {vj = umax, ...} {1<vj <umax—1,..}
2:store i32 inc, i32* ad {Vaa <> umax} {Vaa = v}
3:br label cmp

done: O:ret void } M N
‘ (body, 2) (body, 2)
{inc =0,...} {inc = Vinc, ...}
{[[Vam Vend]]} {[[Vad, Vend]]}
{...} {2 < Vinc < umax,
Vinc = Vj + 1, }
{Vaa < umax} {Vaa = vj}

!



Symbolic Execution

define 132 @g(i32 j) {

entry: 0:ad = alloca i32 N l
;fts)tore i32 j, i32* ad (body, 2)
:br label cmp {inc = vine, ...}
cmp: 0:jl1 = load i32* ad {[Vad; Vena]}
1:jlp = icmp ugt i32 ji, O {2 < vine < umax, vine = vj+1,...}
2:br il jip, label body, {Vaa = v}
label done
body: 0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32* ad
3:br label cmp
done: O:ret void } )




Symbolic Execution

define 132 @g(i32 j) {

entry: 0:ad = alloca i32 N l
1:store i32 j, i32#* ad (body, 2)
2:br label cmp {inc = vine, ...}
cmp: 0:jl1 = load i32* ad {[Vad; Vena]}
1:jlp = icmp ugt i32 ji, O {2 < vine < umax, vine = vj+1,...}
2:br il jip, label body, {Vaa = v}
label done
body: 0:j2 = load i32* ad o
1:inc = add i32 j2, 1 (body, 3)
2:store i32 inc, i32* ad {inc = Vinc, ...}
3:br label cmp {[vaa, vena] }
done: O:ret void } {2 < vine < umax, vine = vy +1, ..}
y {Vad — Vinc}




Symbolic Execution

define 132 @g(i32 j) {

entry: 0:ad = alloca i32 N l
1:store i32 j, i32#* ad (body, 2)
2:br label cmp {inc = vine, ...}
cmp: 0:jl1 = load i32* ad {[Vad; Vena]}
1:jlp = icmp ugt i32 ji, O {2 < vine < umax, vine = vj+1,...}
2:br il jip, label body, {Vaa = v}
label done
body: 0:j2 = load i32* ad o
1:inc = add i32 j2, 1 (body, 3)
2:store i32 inc, i32* ad {inc = Vinc, ...}
3:br label cmp {[vaa, vena] }
done: O:ret void } {2 < vine < umax, vine = vy +1, ..}
y {Vad — Vinc}




Symbolic Execution

define 132 @g(i32 j) {

entry: O
1
2
cmp: O
1
2
body:
done:

ad = alloca i32

:store i32 j, i32#* ad

:br label cmp

:j1 = load i32* ad

:jilp = icmp ugt i32 ji, O
:br i1 jlp, label body,

0
1:inc =
2:
3
0

label done

:j2 = load i32* ad

add i32 j2, 1
store i32 inc, i32* ad

:br label cmp
:ret void }

) |

(body, 2)
{inc = Vinc, ...}
{lIVam Vendﬂ}

{2 S Vinc S umax, Vinc
{Vad = vj}

Vj +1, }

o

(body, 3)
{inc = Vinc, ...}
{IIVad, Vendﬂ}

{2 < Vine < umax, Vinc
{Vad — Vinc}

Vj —l—l, }

P

(cmp, 0)

{inc = Vinc, ...}

{IIVada Vendﬂ}

{2 < Vine < umax, Vinc
{Vad — Vinc}

Vj -l—].7 }




Generalization

define i32 @g(i32 j) { P | (cmp, 0)

entry: 0:ad = alloca i32 {inc = Vinc, ...}

:store i32 j, i32x ad -+ —f{[vad, venal}

:br label cmp {2 < Vine < umax, vinc = vj +1,...}

:j1 = load 132+ ad {vea < Vinc}

:jilp = icmp ugt i32 ji, O

:br i1 jlp, label body,
label done

0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32x ad

3

0

0
1
2
cmp: O
1
2

body:

:br label cmp

done: O:ret void }




Generalization

define 132 @g(i32 j) { P [(cap, 0)

entry: 0:ad = alloca i32 {inc = Vinc, ...}

1:store i32 j, i32% ad - =1 {[Vaa, Vena]}

2:br label cmp {2 < vige < umax, vine = vj +1,...}
0

1

2

:j1 = load 132« ad {vaa = Vinc}
:jlp = icmp ugt i32 ji, O
:br il jip, label body,
label done
0:j2 = load i32* ad
1:inc = add i32 j2, 1
2:store i32 inc, i32x ad
3
0

cmp:

body:

:br label cmp

done: O:ret void }




Generalization

define i32 @g(i32 j) { P | (cmp, 0)
entry: 0:ad = alloca i32 {inc = Vinc, ...}
1:store i32 j, i32% ad - =1 {[Vaa, Vena]}
2:br label cmp {2 < Vine < umax, vinc = vj +1,...}
cmp: 0:jl1 = load i32% ad {vaa = Vinc}
1:jlp = icmp ugt i32 ji1, O Q (body, 1)
2:br il jip, label body, {32 = Vine, ...}
label done {[Vaa, Venal}
body: 0:3j2 = load i32* ad {2 < vine < umax, vine = v; +1,...}
1:inc = add 132 j2, 1 {vaa = Vine}
2:store i32 inc, i32x ad
3:br label cmp
done: O:ret void } )




Generalization

define i32 @g(i32 j) { P | (cmp, 0)
entry: 0:ad = alloca 132 {inc = vinc, ...}
1:store i32 j, i32* ad - =t {[vaa, venall}
2:br label cmp {2 < Vine < umax, vinc = vj +1,...}
cmp: 0:j1 = load i32* ad {ves = vine}
1:jilp = icmp ugt i32 ji, O Q [(body, 1)
2:br il jip, label body, {j2 = Vinc, -..}
label done {[Vaa, Venal}
body: 0:j2 = load i32* ad {2 < vine < umax, vine = v; +1,..}
1:inc = add i32 j2, 1 {vaa = Vine}
2:store i32 inc, i32x ad
3:br label cmp
done: O:ret void } )




Generalization

define 132 @g(i32 j) {

entry: O
1
2
cmp: O
1
2
body:
done:

ad = alloca i32

:store i32 j, i32% ad

:br label cmp

:j1 = load i32%* ad

:jilp = icmp ugt i32 ji, O
:br i1 jlp, label body,

0
1:inc =
2:
&
0

label domne

:j2 = load i32* ad

add i32 j2, 1
store i32 inc, i32* ad

:br label cmp
:ret void }

- —

P

(cmp, 0)

{inc = Vinc, ...}

{[[Vad7 Vend]]}

{2 < Vine < umax, Vinc
{Vad — Vinc}

VJ' + ].7 }

(body, 1)

{32 = vinc, ...}

{[[Vach Vendﬂ}

{2 < Vine < UmMax, Vinc
{Vad — Vinc}

Vj + ].7 }




Generalization

define i32 @g(i32 j) { P | (cmp, 0)
entry: 0:ad = alloca 132 {inc = vinc, ...}
1:store i32 j, i32* ad - =t {[vaa, venall}
2:br label cmp {2 < Vine < umax, vinc = vj +1,...}
cmp: 0:j1 = load i32* ad {ves = vine}
1:jilp = icmp ugt i32 ji, O Q [(body, 1)
2:br il jip, label body, {j2 = Vinc, -..}
label done {[Vaa, Venal}
body: 0:j2 = load i32* ad {2 < vine < umax, vine = v; +1,..}
1:inc = add i32 j2, 1 {vaa = Vine}
2:store i32 inc, i32* ad R [(cup, 0)
3:br label cmp {inc=vine2, ...}
done: O:ret void } 17 Hlvaa, vendl}

{3 < Vine < UMax, Vine2 = Vinc +1, }
{Vad — VincZ}




Generalization

define i32 0g(i32 j) { P |(cmp, 0)
entry: 0:ad = alloca 132 {inc = Vinc, ...}
1:store i32 j, i32* ad H}'LVa/w Vend] } N
2:br label cmp }2; vwm";lumax,\/nmfvjfl.“,, \
cmp: 0:jl = load i32* ad LVad 77 Vinc) \
1:jilp = icmp ugt i32 ji, O Q [(body, 1) \
2:br il jlp, label body, {32 = Vinc, ...} \
label done {[Vad, Venall} :
body: 0:j2 = load i32% ad {2 < vine < umax, vine = vj +1,...} !
1:inc = add i32 j2, 1 {vaa < Vinc} :
2:store 132 inc, i32% ad R [(enp.0) ,’I
3:br label cmp {inc=vinca, ...} K
done: O0:ret void } b7 Hvaa, vendl} 2
{3 < Vinc < umax, Vinc2 =Vinc+1,...}
{Vad — Vinc2}
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Generalization

define i32 0g(i32 j) { P |(cmp, 0)
entry: 0:ad = alloca 132 {inc = Vinc, ...}
1:store i32 j, i32* ad H}'LVa/w Vend] } N
2:br label cmp }2; vwm";lumax,\/nmfvjfl.“,, \
cmp: 0:jl = load i32* ad LVad 77 Vinc) \
1:jilp = icmp ugt i32 ji, O Q [(body, 1) \
2:br il jlp, label body, {32 = Vinc, ...} \
label done {[Vad, Venall} :
body: 0:j2 = load i32% ad {2 < vine < umax, vine = vj +1,...} !
1:inc = add i32 j2, 1 {vaa < Vinc} :
2:store 132 inc, i32% ad R [(enp.0) ,’I
3:br label cmp {inc=vinca, ...} K
done: O0:ret void } b7 Hvaa, vendl} 2
{3 < Vinc < umax, Vinc2 =Vinc+1,...}
{Vad — Vinc2}

is generalization of  with p

@ u(PVp(x)) = PVRr(x) for all program variables x




Generalization

define i32 @g(i32 j) { P [(cmp, 0)
entry: 0:ad = alloca i32 {inc = Vinc, ...}
1:store i32 j, i32* ad H}'Lva/m qu} o
2:br label cmp }2 < vmc‘;\ 1umax, Vinc = vj + 1, ...} \
cmp:  0:j1 = load i32* ad LVad 77 Vinc) \
1:jlp = icmp ugt i32 ji, O Q (body, 1) \
2:br il jlp, label body, {32 = Vinc, ...} A
label done {[vad, Vendal} !
body: 0:j2 = load i32% ad %2 < Vinc S}umax, Vine = V5 +1,...} !
1:inc = add i32 j2, 1 Vad =7 Vinc |
2:store i32 inc, i32* ad R [(enp.0) ,’I
3:br label cmp {inc=Vinez, ...} ;
done: O:ret void } b7 {[vaa, venal} L
{3 < Vinc < umax, Vinc2 =Vinc+1,...}
{Vad — Vinc2}

with u(v;) =, p(vine) =
@ u(PVp(x)) = PVRg(x) for all program variables x

is generalization of




Generalization

define i32 @g(i32 j) { P [(cmp, 0)
entry: 0:ad = alloca i32 {inc = Vinc, ...}
1:store i32 j, i32* ad H}'Lva/m qu} o
2:br label cmp }2 < vmc‘;\ 1umax, Vinc = vj + 1, ...} \
cmp:  0:j1 = load i32* ad LVad 77 Vinc) \
1:jlp = icmp ugt i32 ji, O Q (body, 1) \
2:br il jlp, label body, {32 = Vinc, ...} A
label done {[vad, Vendal} !
body: 0:j2 = load i32% ad %2 < Vinc S}umax, Vine = V5 +1,...} !
1:inc = add i32 j2, 1 Vad =7 Vinc |
2:store i32 inc, i32* ad R [(enp.0) ,’I
3:br label cmp {inc=Vinez, ...} ;
done: O:ret void } b7 {[vaa, venal} L
{3 < Vinc < umax, Vinc2 =Vinc+1,...}
{Vad — Vinc2}

with u(v;) =, p(vine) =
@ u(PVp(x)) = PVRg(x) for all program variables x
@ [vi, vo| € ALp implies [u(v1), u(v2)] € ALg

is generalization of




Generalization

define i32 @g(i32 j) { P [(cmp, 0)
entry: 0:ad = alloca i32 {inc = Vinc, ...}
1:store i32 j, i32* ad oo =1 {[vaa; Vend]} N
2:br label cmp 1}2 < Vine < 1umax, Vine = vj + 1,...}
cmp:  0:j1 = load 132+ ad LVad 77 Vincy \
1
2

:jlp = icmp ugt i32 ji1, O Q (body, 1) \
:br i1 jip, label body, {32 = Vine, ...} \
label done {[vad, Venal} |
body: 0:j2 = load i32% ad {2 < vine S umax, vine = vy +1,..3 |
1:inc = add i32 j2, 1 {vaa = Vine} '
2:store i32 inc, i32* ad R [(cmp, 0) I/I
3:br label cmp {inc=vine2, ...} K
done: O:ret void } 7 H{[vad, Vendl} r

{3 < Vine < UMax, Vine2 = Vinc +1, }
{Vad — Vinc2}

with u(v;) =, p(vine) =
@ u(PVp(x)) = PVRg(x) for all program variables x

@ [vi, v € ALp implies [u(vi), p(v2)] € ALr
o = (R) = u(KEr)

is generalization of




Generalization

define i32 @g(i32 j) { P [(cmp, 0)
entry: 0:ad = alloca i32 {inc = Vinc, ...}
1:store i32 j, i32* ad H}'Lva/m qu} o
2:br label cmp }2 < vmc‘;\ 1umax, Vinc = vj + 1, ...} \
cmp:  0:j1 = load i32* ad LVad 77 Vinc) \
1:jlp = icmp ugt i32 ji, O Q (body, 1) \
2:br il jlp, label body, {32 = Vinc, ...} A
label done {[vad, Vendal} !
body: 0:j2 = load i32% ad %2 < Vinc S}umax, Vine = V5 +1,...} !
1:inc = add i32 j2, 1 Vad =7 Vinc |
2:store i32 inc, i32* ad R [(enp.0) ,’I
3:br label cmp {inc=Vinez, ...} ;
done: O:ret void } b7 {[vaa, venal} L
{3 < Vinc < umax, Vinc2 =Vinc+1,...}
{Vad — Vinc2}

is generalization of  with p(v;) =, p(vinc) =
@ u(PVp(x)) = PVRg(x) for all program variables x
@ [vi, vo| € ALp implies [u(v1), u(v2)] € ALg

o = (R) = w(KE)

@ vi =+ v» € PTp implies p(v1) < p(v2) € PTr




define 132 @g(i32 j) { P | (cmp, 0)

entry: 0:ad = alloca i32 {inc = vinc, ...}
1:store i32 j, i32% ad w1 {[vads vena]} £
2:br label cmp {2 < Vine < umax, vine = vj +1,...} \

cmp: 0:j1 = load i32* ad {vaa = Viac} \
1:j1p = icmp ugt i32 j1, 0 :
2:br il jlp, label body, R [(eap.0) !

label done {inc7: Vinezs .} )

body: 0:3j2 = load i32* ad {[vaa, Vend]} L
1:inc = add i32 j2, 1 {3 < Vinec < umax, Vinea =Vinc+1, ...}
2:store i32 inc, i32*% ad {vaa = Vinc2}
3:br label cmp

done: O0:ret void }

Symbolic Integer
vl ymbo Transition —

Graph (ITS)




define 132 @g(i32 j) { P | (cmp, 0)

entry: 0:ad = alloca i32 {inc = vinc, ...}
1:store i32 j, i32% ad w1 {[vads vena]} £
2:br label cmp {2 < Vine < umax, vine = vj +1,...} \

cmp: 0:j1 = load i32* ad {vaa = Viac} \
1:j1p = icmp ugt i32 j1, 0 :
2:br il jlp, label body, R [(eap.0) !

label done {inc7: Vinezs .} )

body: 0:3j2 = load i32* ad {[vaa, Vend]} L
1:inc = add i32 j2, 1 {3 < Vinec < umax, Vinea =Vinc+1, ...}
2:store i32 inc, i32*% ad {vaa = Vinc2}
3:br label cmp

done: O0:ret void }

Svmboli Integer Safety
e ymbolic Transition .
C LLVM Execution System — Termination

Graph (ITS)




define 132 @g(i32 j) {

entry: 0
1
2
cmp: O
1
2
body: O
1
2:
3
done: O

ad = alloca i32

:store i32 j, i32% ad
:br label cmp

:j1 =

load i32% ad

:jlp = icmp ugt i32 ji, O
:br i1 jilp, label body,

:inc =

label done

:j2 = load i32% ad

add i32 j2, 1
store i32 inc, i32* ad

:br label cmp
:ret void }

<]

P | (cup,0)

{inc = Vinc, ...}

© {HVad: Vend]]}

{2 < Vine < umax, vine = vj +1,...}
{Vad — Vinc}

R|(cmp,0)

{inc=Vinco, ...}

{[Vad, Vend] }

{3 < Vine < umax, Vinc2 = Vinc+17 }
{Vad — Vinc2}

Integer

Symbolic
LLVM Execution
Graph

(ITS)

@ Symbolic execution graph complete if leaves correspond to return

Safety
ranSitmion
%
Syste ermination



define 132 @g(i32 j) {

entry: 0
1
2
cmp: O
1
2
body: O
1
2:
3
done: O

ad = alloca i32

:store i32 j, i32% ad
:br label cmp

:j1 =

load i32% ad

:jlp = icmp ugt i32 ji, O
:br i1 jilp, label body,

:inc =

label done

:j2 = load i32% ad

add i32 j2, 1
store i32 inc, i32* ad

:br label cmp
:ret void }

<]

P | (cup,0)

{inc = Vinc, ...}

© {HVad: Vend]]}

{2 < Vine < umax, vine = vj +1,...}
{Vad — Vinc}

R|(cmp,0)

{inc=Vinco, ...}

{[Vad, Vend] }

{3 < Vine < umax, Vinc2 = Vinc+17 }
{Vad — Vinc2}

Integer

Symbolic
LLVM Execution
Graph

(ITS)

@ Symbolic execution graph complete if leaves correspond to return

o Complete symbolic execution graph without ERR = Safety

Safety
ranSitmion
%
Syste ermination



Termination

define 132 @g(i32 j) { P | (cmp, 0)

entry: 0:ad = alloca i32 {inc = vinc, ...}
1:store i32 j, i32% ad w1 {[vads vena]} £
2:br label cmp {2 < Vine < umax, vine = vj +1,...} \

cmp: 0:j1 = load i32* ad {vaa = Viac} \
1:j1p = icmp ugt i32 j1, 0 :
2:br il jlp, label body, R [(eap.0) !

label done {inc7: Vinezs .} )

body: 0:3j2 = load i32* ad {[vaa, Vend]} L
1:inc = add i32 j2, 1 {3 < Vinec < umax, Vinea =Vinc+1, ...}
2:store i32 inc, i32*% ad {vaa = Vinc2}
3:br label cmp

done: O0:ret void }

Symbolic Integer
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Graph (ITS)




Termination
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R (cmp, 0) 1
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{lvad; Venal} r
{3 < Vine < UMaXx, Vinca = Vinc+1, }

{Vad — Vinc2}
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Termination
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Termination
P | (cmp, 0)
e {inc = Vinc, ...}
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{2 < Vine < umax, Vipe = vy + 1, } N
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Termination
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Termination
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o Symbolic Transition
C LLVM Execution System —)

Graph (ITS)

Integer




Termination
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Termination
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Termination
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e Addition: handle overflows by case analysis
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o Multiplication: case analysis not practical
y % z>umax, #= vy *z—2" <umax,
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e Addition: handle overflows by case analysis
y+z>umax, = y+z—2"<umax,
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y % z>umax, #= vy *z—2" <umax,



Multiplication

e Addition: handle overflows by case analysis
y+z>umax, = y+z—2"<umax,

@ Multiplication: handle overflows by modulo
y % z>umax, #= vy *z—2" <umax,

Symbolic execution rule for x = mul i32 t, t




Multiplication

e Addition: handle overflows by case analysis
y+z>umax, = y+z—2"<umax,

@ Multiplication: handle overflows by modulo
y % z>umax, #= vy *z—2" <umax,

Symbolic execution rule for x = mul i32 t1, t» where x € U




Multiplication

e Addition: handle overflows by case analysis
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@ Symbolic execution combines handling of bitvectors with
precise representation of low-level memory operations

@ Representation of bitvectors by relations on Z
— standard SMT solving and termination analysis over Z

@ Heuristic to decide whether to represent information on
unsigned or signed value of variables in abstract states

@ Hybrid approach to handle overflows by case analysis or by modulo

@ Implementation in AProVE
118 C programs from evaluations of other termination tools

[TI]FJTO] RT [ T]F]TO] RT [ % |

AProVE | 34| 9 9 10.23 || 61 | 3 2 5.55 80.5
2LS 23 | 29 0 037 || 45 | 21 0 0.33 57.6
KITTeL 27 | 4 21 1.81 33| 3 30 | 14.17 || 50.8
Juggernaut | 10 | 19 | 23 | 34.12 || 22 | 26 | 18 6.22 27.1
Ultimate - | - - - 11 | 54 1 12.77 || 16.7




