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unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination

for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination

for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt termination analysis of C

byte-accurate symbolic execution

to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



Mathematical Integers Z vs. Bitvectors

void f(unsigned int x) {
unsigned int j = 0;

while (j <= x) j++; }

for Z: termination
for bitvectors: non-termination

void g(unsigned int j) {
while (j > 0) j++; }

for Z: non-termination
for bitvectors: termination

Goal: adapt

termination analysis of C

byte-accurate symbolic execution to bitvector arithmetic

Solution: express bitvector relations by relations on Z

standard SMT solving over Z for symbolic execution

standard ITSs over Z for termination proving



From C to LLVM

define i32 @g(i32 j) {
entry: 0:ad = alloca i32

1:store i32 j, i32* ad

2:br label cmp

cmp: 0:j1 = load i32* ad

1:j1p = icmp ugt i32 j1, 0

2:br i1 j1p, label body,

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3:br label cmp

done: 0:ret void }

void g(unsigned int j) {
while (j > 0) j++; }

C LLVM

Symbolic
Execution
Graph

Integer
Transition
System
(ITS)

Safety

Termination



From C to LLVM

define i32 @g(i32 j) {
entry: 0:ad = alloca i32

1:store i32 j, i32* ad

2:br label cmp

cmp: 0:j1 = load i32* ad

1:j1p = icmp ugt i32 j1, 0

2:br i1 j1p, label body,

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3:br label cmp

done: 0:ret void }

void g(unsigned int j) {
while (j > 0) j++; }

C LLVM

Symbolic
Execution
Graph

Integer
Transition
System
(ITS)

Safety

Termination



Abstract States

define i32 @g(i32 j) {
entry: 0:ad = alloca i32

1:store i32 j, i32* ad

2:br label cmp

cmp: 0:j1 = load i32* ad

1:j1p = icmp ugt i32 j1, 0

2:br i1 j1p, label body,

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3:br label cmp

done: 0:ret void }

void g(unsigned int j) {
while (j > 0) j++; }

C LLVM

Symbolic
Execution
Graph

Integer
Transition
System
(ITS)

Safety

Termination



Abstract States

define i32 @g(i32 j) {
entry: 0:ad = alloca i32

1:store i32 j, i32* ad

2:br label cmp

cmp: 0:j1 = load i32* ad

1:j1p = icmp ugt i32 j1, 0

2:br i1 j1p, label body,

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3:br label cmp

done: 0:ret void }

a

(entry, 2)

{j = vj, ad = vad}

{Jvad, vendK}

{vend = vad + 3}

{vad ↪→i32,u vj}

⇐= pos

⇐= PV

⇐= AL

⇐= KB

⇐= PT

Heuristic: partition program variables
into U ] S

x ∈ U : PV (x) represents value of x
as unsigned integer

Abstract state a:

ERR or
pos: program position (block, next instruction)
PV : program variables → symbolic variables
AL: allocation list Jv1, v2K
KB: knowledge base (FO-(in)equalities over symbolic variables)
PT : points-to atoms v1 ↪→type,u v2

〈a〉: FO formula

containing

KB and consequences of AL and PT

information on ranges of integers:

j ∈ U has type i32 ⇒ 0 ≤ PV (j)︸ ︷︷ ︸
vj

≤ umax32︸ ︷︷ ︸
232−1

a concrete:

∀ symbolic variables v ∃ n ∈ Z such that |= 〈a〉 ⇒ v = n

〈a〉SL: separation logic formula, extends 〈a〉 by details on memory

abstract state a represents concrete state

iff
〈a〉SL is satisfied by instantiation corresponding to concrete state
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⇐= pos
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(entry, 0)
{j = vj, ...}
∅
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∅

A

(entry, 1)
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{Jvad, vend K}
{vend = vad + 3, ...}
∅

B

(entry, 2)
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{...}
{vad ↪→ vj}

C
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{...}
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D
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{...}
{vad ↪→ vj}

E

⇐= pos
⇐= PV
⇐= AL
⇐= KB
⇐= PT
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Symbolic Execution

define i32 @g(i32 j) {
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∅

B

(entry, 2)
{j = vj, ad = vad, ...}
{Jvad, vend K}
{...}
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Integer Comparison

define i32 @g(i32 j) {
entry: 0:ad = alloca i32

1:store i32 j, i32* ad

2:br label cmp

cmp: 0:j1 = load i32* ad

1:j1p = icmp ugt i32 j1, 0

2:br i1 j1p, label body,

label done

body: 0:j2 = load i32* ad

1:inc = add i32 j2, 1

2:store i32 inc, i32* ad

3:br label cmp

done: 0:ret void }

. . .

(cmp, 1)
{j = vj, ad = vad,

j1 = vj, ...}
{Jvad, vend K}
{...}
{vad ↪→ vj}

E

(cmp, 1)
{ad = vad, j1 = vj, ...}
{Jvad, vend K}
{vj ≤ 0, ...}
{vad ↪→ vj}
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M
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N

. . .
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{vad ↪→ vinc2}

R

. . .

P is generalization of R with µ

(vj) = vinc, µ(vinc) = vinc2

µ(PV P(x)) = PV R(x) for all program variables x

Jv1, v2K ∈ ALP implies Jµ(v1), µ(v2)K ∈ ALR

|= 〈R〉 =⇒ µ(KBP)

v1 ↪→ v2 ∈ PTP implies µ(v1) ↪→ µ(v2) ∈ PTR
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Multiplication

Addition: handle overflows by case analysis

y + z > umaxn =⇒ y + z− 2n ≤ umaxn

Multiplication: case analysis not practical

y ∗ z > umaxn 6=⇒ y ∗ z− 2n ≤ umaxn

Corresponding rules for bitwise binary operations (and, zext, trunc, . . . )

case analysis
modulo
extend KB by additional information on intervals of result

Symbolic execution rule for x = mul i32 t1, t2

where x ∈ U

set x to PVu(t1) ∗ PVu(t2) if |= 〈a〉 =⇒ PVu(t1) ∗ PVu(t2) ≤ umax32

set x to (PVu(t1) ∗ PVu(t2)) mod 232 otherwise

extend KB by additional information on intervals of the result
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Termination of C with Bitvector Arithmetic

Symbolic execution combines handling of bitvectors with
precise representation of low-level memory operations

Representation of bitvectors by relations on Z

=⇒ standard SMT solving and termination analysis over Z

Heuristic to decide whether to represent information on
unsigned or signed value of variables in abstract states

Hybrid approach to handle overflows by case analysis or by modulo

Implementation in AProVE

118 C programs from evaluations of other termination tools

T F TO RT T F TO RT %

AProVE 34 9 9 10.23 61 3 2 5.55 80.5

2LS 23 29 0 0.37 45 21 0 0.33 57.6

KITTeL 27 4 21 1.81 33 3 30 14.17 50.8

Juggernaut 10 19 23 34.12 22 26 18 6.22 27.1

Ultimate – – – – 11 54 1 12.77 16.7
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