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o Drawback:
C termination tools have very restricted support for dynamic data structures
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struct list {
unsigned int value;
struct list* next; }

New technique to infer
list invariants (L/)

@ L/ abstracts from detailed
information about lists

@ L/ needed to obtain finite complete
symbolic execution graphs

@ L/ expresses crucial properties for
memory safety & termination

int main() {

unsigned int n = nondet_uint();
struct list* tail = NULL;

struct list* curr;
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int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list));
curr->value = nondet_uint();
curr->next = tail;
tail = curr; }
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list = type { i32, listx* } int main() {

define i32 @main() { ... unsigned int n = nondet_uint();
cmp: 0: k = load 132, i32x k.ad struct list* tail = NULL;
1: kltn = icmp ult i32 k, n struct list* curr;
2: br il kltn, label body, label init for (unsigned int k = 0; k < n; k++) {

body:0: mem = call i8+ @malloc(i64 16) curr = malloc(sizeof (struct list));

curr->value = nondet_uint();

9: kinc = add i32 k, 1 curr->next = tail;

10:store 132 kinc, i32* k_ad

11:br label cmp .} tail = curr; }
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list = type { i32, listx* } int main() {

define i32 @main() { ... unsigned int n = nondet_uint();
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1: kltn = icmp ult i32 k, n struct list* curr;
2: br il kltn, label body, label init for (unsigned int k = 0; k < n; k++) {

body:0: mem = call i8+ @malloc(i64 16) curr = malloc(sizeof (struct list));

curr->value = nondet_uint();
curr->next = tail;
) tail = curr; }

9: kinc = add i32 k, 1
10:store 132 kinc, i32* k_ad
11:br label cmp
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v;: value of j-th field in first list element

V;: value of i-th field in last list element



Abstract States

list = type { i32, list* } (cmp, 0) < pos
define i32 @main() { ... {curr = Xpen, Kinc = Xgine, ...} <— PV
cmp: 0: k = load i32, i32% k_ad end
X X — AL
1: kltn = icmp ult i32 k, n {[[:;jd’ caal )
2: br il kltn, label body, label init| |{Xcaa = Xkad+3,-.} = KB
body:0: mem = call i8* @malloc(i64 16) {Xk_ad =132 Xxinc, -} ~— PT
o e Xe . A .
9: kinc = add i32 k, 1 {Xmem =115t [(0:132: Xq..%0a), (8: List* : Xpexs..0)]}
(bR e sk el .ot @ represents struct ty with m fields
11:br label cmp o}
o @ corresponds to list of length v,
@ (a): FO formula for abstract state a ® v,g points to first list element
contains KB @ j-th field at address v,q + off; has type ty;

and consequences of AL, PT, and L/
@ one recursive field where ty; = ty*

@ abstract state a represents set of concrete states

T ) - i @ v;: value of i-th field in first list element
(formal definition using separation logic)

@ U;: value of i-th field in last list element



Symbolic Execution

define i32 @main() { ... A — pos
cmp: — PV
0:k = load i32, i32* k_ad — AL
1:kltn = icmp ult i32 k, n «—— KB
2:br il kltn, label body, label init — PT
body : ...}

V.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... A — pos
cmp: — PV
0:k = load i32, i32* k_ad — AL
1:kltn = icmp ult i32 k, n «—— KB
2:br il kltn, label body, label init — PT
body : ...}

V.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v
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define i32 @main() { ... A — pos
cmp: {n = v, — PV
0:k = load i32, i32* k_ad — AL
1:kltn = icmp ult i32 k, n «—— KB
2:br il kltn, label body, label init — PT
body : ...}

V.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... A — pos
cmp: {n = v, — PV
0:k = load i32, i32* k_ad — AL
1:kltn = icmp ult i32 k, n «—— KB
2:br il kltn, label body, label init — PT
body : ...}

V.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... A — pos
cmp: {n=vq, k-ad = Vk a4, ...} | <= PV
0:k = load i32, i32#* k._ad {[[ij,d, vena ]} — AL
1:kltn = icmp ult i32 k, n {viia = kaa +3, .} | — kB
2:br il kltn, label body, label init {Vie.ad 2132 0} — PT
body : ...}
.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... Al(cap,0) — pos
cmp: {n=vq, k-ad = Vk a4, ...} | <= PV
0:k = load i32, i32* k. ad {[Viaa, 41} — AL
1:kltn = icmp ult i32 k, n (W =veaa+3, .} | kB
2:br il kltn, label body, label init {Vie.ad 2132 0} — PT
body : ...}
.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... Al(cap,0) B
cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32* k_ad {[[vkjd, vend iy (n=va,k=0,..}
1:k1tn = icmp ult i32 k, n {vend = vikaa +3, ...}
2:br il kltn, label body, label init {Viead 132 0}
body : ...}
<

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... Al(cap,0) B
cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load 132, i32% k.ad {Ivisa, 520} {n=va,k=0,..}
1:k1tn = icmp ult i32 k, n {vend = vikaa +3, ...}
2:br il kltn, label body, label init {Viead 132 0}
body : ...}
<

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v




Symbolic Execution

define i32 @main() { ... Al(cap,0) B

cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32#* k._ad {[[Vkaad, vena ]} {n=va, k=0,..}
1:k1tn = icmp ult i32 k, n (e = Vkad +3, .}
2:br il kltn, label body, label init {vicad =132 0}

body : ...}

V.

int main() {

unsigned int n = nondet_uint();

struct list* tail = NULL;

struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v

Symbolic execution rule for x = icmp ult i32 ty, B
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define i32 @main() { ... Al(cap,0) B

cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32#* k._ad {[[Vkaad, vena ]} {n=va, k=0,..}
1:k1tn = icmp ult i32 k, n (e = Vkad +3, .}
2:br il kltn, label body, label init {vicad =132 0}

body : ...}

V.

int main() {

unsigned int n = nondet_uint();
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struct list* curr;

for (unsigned int k = 0; k < n; k++) {

v

Symbolic execution rule for x = icmp ult i32 ty, B
@ setxtol if E (a)= (PV(t)>PV(t1))
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define i32 @main() { ... Al(cap,0) B

cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32#* k._ad {[[Vkaad, vena ]} {n=va, k=0,..}
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body: ...}
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int main() {
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Symbolic execution rule for x = icmp ult i32 ty, B
@ setxtol if E (a)= (PV(t)>PV(t1))
@ setxto0 if £ (a) = (PV(t)<PV(t1))
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cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32#* k._ad {[[Vkaad, vena ]} {n=va, k=0,..}
1:k1tn = icmp ult i32 k, n {vcha = vkaa +3, ..}
2:br il kltn, label body, label init {vicad =132 0}

body: ...}

V.
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Symbolic execution rule for x = icmp ult i32 ty, B
@ setxtol if E (a)= (PV(t)>PV(t1))
@ setxto0 if £ (a) = (PV(t)<PV(t1))
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Symbolic Execution

define i32 @main() { ... Al(cap,0) B
cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32% k. ad {Ive 2a, vend iy (n=va,k=0,..}
1:kltn = icmp ult i32 k, n {ve% = viaa +3, ...} B
2:br il kltn, label body, label init {Viead 132 0}
body: ...}
<
C |(cmp,1) D |(cmp,1)
int main() { {n=vn, k=0, ..} {n=w, k=0,..}
unsigned int n = nondet_uint(); {3} {3}
struct list* tail = NULL; {w<0, .} {w>0,.}
struct list* curr; {3 o}
for (unsigned int k = 0; k < n; k++) {

v

Symbolic execution rule for x = icmp ult i32 ty, B

@setxtol if £ (a)= (PV()>PV(t))
@setxto0 if £ (a)= (PV(t)<PV(t1))

@ otherwise: case analysis




Symbolic Execution

define i32 @main() { ... Al(cap,0) B
@s {n=vy, kad = Viaq,...} (cmp, 1)
0:k = load i32, i32% k. ad {[[vkad, vend iy (n=va,k=0,..}
1:kltn = icmp ult i32 k, n {ve% = viaa +3, ...} B
2:br il kltn, label body, label init {Viead 132 0}
body: ...}
<
C |(cmp,1) D |(cmp,1)
int main() { {n=vn, k=0, ..} {n=w, k=0,..}
unsigned int n = nondet_uint(); {3} {3}
struct list* tail = NULL; {w<0, .} {w>0,.}
struct list* curr; {3 o}
for (unsigned int k = 0; k < n; k++) {
> E | (cmp,2)
. - . - {kltn=1, ...}
Symbolic execution rule for x = icmp ult i32 t3, t

@setxtol if £ (a)= (PV()>PV(t))
@setxto0 if £ (a)= (PV(t)<PV(t1))

@ otherwise: case analysis
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define i32 @main() { ... Al(cap,0) B
@s {n=vy, kad = Viaq,...} (cmp, 1)
0:k = load i32, i32% k. ad {[[vkad, vend iy (n=va,k=0,..}
1:kltn = icmp ult i32 k, n {ve% = viaa +3, ...} B
2:br il kltn, label body, label init {Viead 132 0}
body: ...}
<
C |(cmp,1) D |(cmp,1)
int main() { {n=vn, k=0, ..} {n=w, k=0,..}
unsigned int n = nondet_uint(); {3} {3}
struct list* tail = NULL; {w<0, .} {w>0,.}
struct list* curr; {3 o}
for (unsigned int k = 0; k < n; k++) { l
> E | (cmp,2)
. - . - {kltn=1, ...}
Symbolic execution rule for x = icmp ult i32 t3, t

@setxtol if £ (a)= (PV()>PV(t))
@setxto0 if £ (a)= (PV(t)<PV(t1))

@ otherwise: case analysis




Symbolic Execution

define i32 @main() { ... Al(cap,0) B
cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32* k_ad { v 2a, vend iy {n=va, k=0,..}
1:k1tn = icmp ult i32 k, n (W = Vicaa +3, ..}
2:br il kltn, label body, label init {Viead 132 0}
body : ...}
.
C |(cmp,1) D |(cmp,1)
int main() { {n=vn, k=0, ..} {n=w, k=0,..}
unsigned int n = nondet_uint(); {3} {3}
struct list* tail = NULL; {m<0,..} {w>0,..}
struct list* curr; {3 o}
for (unsigned int k = 0; k < n; k++) { l
> E | (cmp,2)
{kltn=1, ...}




Symbolic Execution

define i32 @main() { ... Al(cap,0) B
cmp: {n=vq, k-ad = Vi a4, ...} (cmp, 1)
0:k = load i32, i32* k_ad { v 2a, vend iy {n=va, k=0,..}
1:k1tn = icmp ult i32 k, n (W = Vicaa +3, ..}
2:br il kltn, label body, label init {Viead 132 0}
body : ...}
.
C |(cmp,1) D |(cmp,1)
int main() { {n=vn, k=0, ..} {n=w, k=0,..}
unsigned int n = nondet_uint(); {3} {3}
struct list* tail = NULL; {m<0,..} {w>0,..}
struct list* curr; {3 o}
for (unsigned int k = 0; k < n; k++) { l
> E | (cmp,2)
{kltn=1, ...}
F [ (boay,0)




Symbolic Execution

cmp: check "k <n"
body:0: mem = call i8* @malloc(i64 16)

1: curr = bitcast i8* mem to list* F [ (body, 0)

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list));
curr->value = nondet_uint();
curr->next = tail;
tail = curr; }




Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) {k =0, curr - v y
1: curr = bitcast i8* mem to listx F [(body, 0) 1 ' end] Tm’
’ >| Viem, Vmem LA
{v:gg = Viem + 15, ...}
I
v
for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); v
C ‘mem
curr->value = nondet_uint(); jy S
curr->next = tail;
tail = curr; }




Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16)
. . . {k =0, curr = Vaen, ...}
1: curr = bitcast i8* mem to list* F [(boay, 0) end
2: nondet = call i32 @nondet_uint() . ){[wjm Vaem > -}
en —
3: curr_val = getelementptr list, {Vien = Vien +15, ...}
list* curr, i32 0, i32 0 {3}

4: store i32 nondet, i32* curr_val

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); v
R curr mem
curr->value = nondet_uint(); >
curr->next = tail;
tail = curr; }




Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) (k= 0, curr = vaen, ...}
1: curr = bitcast i8* mem to listx F [(body, 0) Ny ’vend]] ) ’
2: nondet = call i32 @nondet_uint() mem Fmem Br o
3: currval = getelementptr list, {vis = vien +15, ...}
list* curr, i32 0, i32 0 ()
4: store i32 nondet, i32* curr_val
H Y
{k=0, CUTT = Vmen, ...}
{}

Vmem “>i32 Vnd,

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voo
curr
curr->value = nondet_uint(); ;'-v -
nd
curr->next = tail;
tail = curr; }




Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) (k= 0, curr = vaen, ...}
1: curr = bitcast i8* mem to listx F [(body, 0) Ny ’vend]] ) ’
2: nondet = call i32 @nondet_uint() mem Fmem Br o
3: curr_val = getelementptr list, {vis = vien +15, ...}
list* curr, i32 0, i32 0 ()
4: store i32 nondet, i32* curr_val
5: tail = load list*, list** tail ptr
6: curr next = getelementptr list, H x
list* curr, i32 0, i32 1 (=0, CUTT = Ve, ..}
7: store list* tail, list** curr_next (.

Vmem “>i32 Vnd,

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voo
curr
curr->value = nondet_uint(); ;*-V -
nd
curr->next = tail;
tail = curr; }




Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) {k =0, curr - v y
1: curr = bitcast i8* mem to listx F [(body, 0) C g
2: nondet = call i32 @nondet_uint() ){[[V“‘:m’ Voen ], -}
en —
3: curr_val = getelementptr list, {Vien = Vmen +15, ...}
ist* curr, i , 1
1i i32 0, i32 0 (o
4: store i32 nondet, i32* curr_val

5: tail = load list*, list** tail ptr
6: curr next = getelementptr list, H x

list* curr, i32 0, i32 1 (=0, CUTT = Ve, ..}
7: store list* tail, list** curr_next (.

{Ven = Vien + 8, ...}
Vmem “*i32 Vnd, Ven “1ist* 0, }

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voen Ven
curr
curr->value = nondet_uint(); ;*-V n
nd
curr->next = tail;
tail = curr; }




Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) (k= 0, curr = vaen, ...}
1: curr = bitcast i8* mem to listx F [(body, 0) Ny ’vend]] ) ’
2: nondet = call i32 @nondet_uint() mem Fmem Br o
3: curr_val = getelementptr list, {vis = vien +15, ...}
list* curr, i32 0, i32 0 ()
4: store i32 nondet, i32* curr_val
5: tail = load list*, list** tail ptr H
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9: kinc = add i32 k, 1 Vmem “>i32 Vnd, Ven “1ists O, ...}
v

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voen Ven
curr
curr->value = nondet_uint(); ;*-V n
nd
curr->next = tail;
tail = curr; }
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cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) (k= 0, curr = vaen, ...}
1: curr = bitcast i8* mem to listx F [(body, 0) Ny ’vend]] ) ’
2: nondet = call i32 @nondet_uint() mem Fmem Br o
3: curr_val = getelementptr list, {vis = vien +15, ...}
list* curr, i32 0, i32 0 ()
4: store i32 nondet, i32* curr_val
5: tail = load list*, list** tail ptr H
6: curr_next = getelementptr list, x
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9: kinc = add i32 k, 1 Vmem “>i32 Vnd, Ven “1ists O, ...}
v

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voen Ven
curr
curr->value = nondet_uint(); ;*-V n
nd
curr->next = tail;
tail = curr; }
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cmp: check "k <n" ¢ [(body, 2)
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cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) (k= 0, curr = vaen, ...}
1: curr = bitcast i8* mem to listx F [(body, 0) Ny ’vend]] ) ’
2: nondet = call i32 @nondet_uint() mem Fmem Br o
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5: tail = load list*, list** tail ptr H
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Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) {k =0, curr - v y
1: curr = bitcast i8* mem to listx F [(body, 0) C g
2: nondet = call i32 @nondet_uint() ){[[V“‘em’ Vaen -}
3: curr_val = getelementptr list, {vis = vien +15, ...}
list* curr, i32 0, i32 0 (o

4: store i32 nondet, i32* curr_val

5: tail = load list*, list** tail ptr H
6: curr_next = getelementptr list, x
list* curr, i32 0, i32 1 .
7: store list* tail, list** curr_next }k;& kinc = 1, CUrr = vaen, ---}
8: store list* curr, list** tail ptr {.\/.én:vmem+87 )
9: kinc = add i32 k, 1 {Vk.ad =132 1, Vmem —i32 Vnd, Ven “1ist+ 0,...}
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for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voen Ve
curr
curr->value = nondet_uint(); ;*-V n
nd
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Symbolic Execution

cmp: check "k <n" ¢ [(body, 2)
body:0: mem = call i8* @malloc(i64 16) {k =0, curr - v y
1: curr = bitcast i8* mem to listx F [(body, 0) C g
2: nondet = call i32 @nondet_uint() ){[[V“‘em’ Vaen -}
3: curr_val = getelementptr list, {vis = vien +15, ...}
list* curr, i32 0, i32 0 (o

4: store i32 nondet, i32* curr_val

5: tail = load list*, list** tail ptr H
6: curr_next = getelementptr list, 0 x
list* curr, i32 0, i32 1 (cmp. 0)
. . ) {k =0, kinc = 1, curr = Vgen, ..}
7: store list* tail, list** curr_next (.}
8: store list* curr, list** tail ptr {Ven = Vien +8, ...}
9: kinc = add i32 k, 1 {Vk,ad 3132 1, Vmem =132 Vad, Ven “listx 0, }

10:store i32 kinc, i32* k_ad
11:br label cmp

for (unsigned int k = 0; k < n; k++) {
curr = malloc(sizeof (struct list)); Voen Ve
curr
curr->value = nondet_uint(); ;*-V n
nd
curr->next = tail;
tail = curr; }




Generalization and Inference of List Invariants

¥

H |(cmp, 0)

{ k =0, kinc = 1, curr = vgen, ...}

Ven = Vmem + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven
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¥

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}

{wu>0, Ven = Vmem + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven



Generalization and Inference of List Invariants

¥

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven



Generalization and Inference of List Invariants

¥

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven

(cmp,0)

—~




Generalization and Inf ce of List Invariants

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

(cup, 0) B ] o [a] 0]

—~




eneralization and In ce of List Invariants

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

(cup, 0) B ] o [a] 0]

{n=vp, k=1 kinc =2,

—~

{va > 1,

{Vk,ad —i32 2,




eneralization and In ce of List Invariants

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

(cup, 0) B ] o [a] 0]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

—~

{va > 1,

{Vk,ad —i32 2,




eneralization and In ce of List Invariants

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven

curr Wiemn Wen Vmem Ven
L

(cup,0) I [ aa| o [va] 0 ]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

{[Vaen, vt I, [Waen, wata 1, ---}

{va > 1,

—~

{Vk,ad —i32 2,




neralization and | nce of List Invariants

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Vaem, v, ...}

{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

curr Vmem  Ven

Y curr Waen Wen Vnem _Ven

L
f(cnp,0) I [vaa| o [vna] 0 ]
{n=vp, k=1,kinc = 2, curr = Wyen, ...}
d d
{[[Vmemﬁ Vn?:mﬂa [[Wmemﬁ Wn?gm ’ }
{va>1, v = Von + 15, Ven = Viem + 8,
Wn?enmd = Waen + 15, Wen = Waen + 8,- }

{Vk,ad —i32 2,




Generalization and Inference of List Invariants

H |(cmp, 0)
{n=va, k=0, kinc = 1, curr = Vpen, ...}

{[Ven, Vrfé'ﬂl]y .

{wa >0, Vn?gg = Vinem + 15, Ven = Vigen + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}
T curr Vmem  Ven

’ curr Waen Wen Vaen  Ven

(cmp,0) B ] o [a] 0]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

—~

{[Vaen, vt I, [Waen, wata 1, ---}

{va > 1, = Von + 15, Ven = Vaen + 8,

d
WY = When + 15, Wen = Wien + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,
Wnem “>i32 Wnd, Wen “1ist* Vmem, }




Generalization and Inference of List Invariants

: J
¥
H |(cmp, 0)
{n=va, k=0, kinc = 1, curr = Vpen, ...} I N
end
{IIVmem, Vmem]]7 }
d
{va >0, v = Vpem + 15, Ven = Viem + 8, ...}
=T

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...} P

: -7 - curr Vmem  Ven

-
-7 H: n
-

Y curr Waen Wen Vnem _Ven

(cup, 0) B ] o [a] 0]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

—~

d d
{[[Vmemﬁ Vn?:mﬂa [[Wmemﬁ Wn?gm ’ }
{va>1, v = Von + 15, Ven = Viem + 8,
Wn?enmd = Waen + 15, Wen = Waen + 8,- }

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,
Whem —>i32 Wnd, Wen 1ist* Vmem, }




Generalization and Inference of List Invariants

: J
¥
H |(cmp,0)
{n=va, k=0, kinc = 1, curr = Vpen, ...} I N
end
{IIVmem, Vmem]]7 }
d
{Vn >0, Vn?gm = Vien + 15, Ven = Viwen + 8, }
=T

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...} P

: -7 - curr Vmem  Ven

-
-7 H: n
-

curr Wmem Wen Vmem  Ven

(cmp,0) B ] o [a] 0]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

—~

d d
{[[Vmemﬁ Vn?:mﬂa [[Wmemﬁ Wn?gm ’ }
{va>1, v = Von + 15, Ven = Viem + 8,
Wn?enmd = Waen + 15, Wen = Waen + 8,- }

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }




—~

Generalization and Inference of List Invariants

J [ (cup, 0)
v
H |(cmp,0)
{n=va, k=0, kinc = 1, curr = Vpen, ...} |- N
{[vaen, vasa ] -}
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}
{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...} ke T
/’/ H:

curr Wnen

(.0 el ]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

d d
{[[Vmemﬁ Vn?:mﬂa [[Wmemﬁ Wn?gm ’ }
{va>1, v = Von + 15, Ven = Viem + 8,
Wn?enmd = Waen + 15, Wen = Waen + 8,- }

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

curr

Vmem  Ven

[vea ] O |

Vmem  Ven

[a] 0]




Generalization and Inference of List Invariants

J [ (cup, 0)
v
H |(cmp,0)
{n=vn, k=0, kinc = 1, curr = Vpen, ...} |- N
{[Ven, Vrfé'n‘fl]y .
{w >0, v;gg = Vmen + 15, Ven = Vien + 8, ...}
{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...} ke T
T - curr Vmem  Ven

-
-7 H: n
-

Y curr Waen Wen Vnem _Ven

(cup, 0) B ] o [a] 0]

{n=wp, k=1,kinc = 2, curr = Wyen, ...}

—~

d d
{[[Vmemﬁ Vn?:mﬂa [[Wmemﬁ Wn?gm ’ }
{va > 1,2 = Vpen + 15, Ven = Vien + 8,
Wn?enmd = Waen + 15, Wen = Waen + 8,- }

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,
Whem —>i32 Wnd, Wen 1ist* Vmem, }




—~

Generalization and Inference of List Invariants

H |(cmp, 0)

{n=vn, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{w >0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=wp, k=1,kinc = 2, curr = Wyen, ...}

{[vaen; Vigas 1, [Waem, Wigag 1, ---}

{va>1, ngg = Vimem + 15, Ven = Vienm + 8,
angmd = When + 15, Wen = Waen + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem —i32 Wnd, Wen “1ist* Vmem; ---

1
J

(cmp, 0)

{n = Xn, k= Xk, kinc = Xkinc,

(.}

{*a > Xk, Xkinc = xx + 1,

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

. —
I: Wnd Vnd



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk,ad 132 1, Vnem “>i32 Vnd, Ven “1istx 0, }

(cmp, 0)
{n=vp, k=1,kinc = 2, curr = Wyen, ...}

{[Vaen, vt I, [Waen, wata 1, ---}

{va>1, v = Von + 15, Ven = Viem + 8,

d
W,fe"m = Waen + 15, Wen = Waen + 8,- }

{Vk,ad “>i32 27 Vmem “>i32 Vnd, Ven “list* 07

Wnem “>i32 Wnd; Wen “1list* Vmem, }

(cmp, 0)

{n = Xn, k= Xk, kinc = Xkinc,

(.}

{*a > Xk, Xkinc = xx + 1,

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

. —
I: Wnd Vnd



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk,ad 132 1, Vnem “>i32 Vnd, Ven “1istx 0, }

(cmp, 0)
{n=vp, k=1,kinc = 2, curr = Wyen, ...}

{[Vaen, vt I, [Waen, wata 1, ---}

{va>1, v = Von + 15, Ven = Viem + 8,

d
W,fe"m = Waen + 15, Wen = Waen + 8,- }

{Vk,ad “>i32 27 Vmem “>i32 Vnd, Ven “list* 07

Wnem “>i32 Wnd; Wen “1list* Vmem, }

(cmp, 0)

{n = Xn, k= Xk, kinc = Xkinc,

(.}

{*a > Xk, Xkinc = xx + 1,

{Xk,ad “>i32 Xkinc, }

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

. —
I: Wnd Vnd



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

{[vaen; Vigas 1, [Waem, Wigag 1, ---}

{va > 1, ngg = Vimem + 15, Ven = Vienm + 8,
angmd = When + 15, Wen = Waen + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

(cup,0)
{n = Xn, k = Xk, kinc = Xginc,
()

{X0 > X, Xginc = Xe + 1,
{Xk,ad “>i32 Xkinc, }
-7

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

. —
I: Wnd Vnd

curr Xmem  Xmemt 8
R



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=vp, k=1kinc = 2, curr = Wyen, ...}

{[vaen; Vigas 1, [Waem, Wigag 1, ---}

{va > 1, ngg = Vimem + 15, Ven = Vienm + 8,
angmd = When + 15, Wen = Waen + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

(cup,0)
{n = Xn, k = Xk, kinc = Xginc,
()

{X0 > X, Xginc = Xe + 1,
{Xk,ad “>i32 Xkinc, }
-7

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

. —
I: Wnd Vnd

curr Xmem  Xmemt 8
R



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=vp, k=1kinc = 2, curr = Wyen, ...}

{[vaen; Vigas 1, [Waem, Wigag 1, ---}

{va > 1, ngg = Vimem + 15, Ven = Vienm + 8,
angmd = When + 15, Wen = Waen + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

(cap, 0)
{n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }
{0
{X0 > X, Xginc = Xe + 1,

{Xk,ad “>i32 Xkinc, }

-7

curr Vmem  Ven

curr Wmem Wen Vmem  Ven

. —
I: Wnd Vnd

curr Xmem  Xmemt 8
R



Generalization and Inference of List Invariants

J | (cmp,0)
‘ {n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }
Y
H |(cmp, 0) {1}
{n=wn, k=0, kinc = 1, curr = vyen, ...} |- >{Xn>xk’ Xeine = X + 1,
{[[Vmem, Vend]]7 } {Xk,ad “>i32 Xkinc, }
mem A
{wu>0, v:gmd = Vien + 15, Ven = Vinem + 8, ...}
{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...} ke T
T - curr Vmem  Ven

g ] 0]

’ curr When  Wen Vmen _Ven
L
[ T s T

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

d d
{[[Vmemﬁ Vn?:mﬂa [[Wmemﬁ Wn?gm ’ }

d curr Xmem  Xmemt 8
e e s e L]

d H

WY = When + 15, Wen = Wien + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }




—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v:gmd = Vien + 15, Ven = Vinem + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}
{[iems VT, [Wens WS, -}

{Vn > 1, V,fgmd = Vmem + 157 Ven = Vmenm + 87

end
WY = When + 15, Wen = Wien + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

J | (cmp, 0)
{n = xu, k = xx, Kinc = Xginc, CULT = Xpen, ...}
{3
______ N {*a > Xk, Xkinc = xx + 1,
{Xk,ad “>i32 Xkinc, ---
{Xnem 115t [(O0: ), (8: o
-7

H:

curr
I:

curr
J:

curr Vmem  Ven

[vea ] O |

Wmem Wen Vmem  Ven
Wnd n
Xmem __Xmem+ 8

L[]



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v:gmd = Vien + 15, Ven = Vinem + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}
{[iems VT, [Wens WS, -}

{Vn > 1, V,fgmd = Vmem + 157 Ven = Vmenm + 87

end
WY = When + 15, Wen = Wien + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

J | (cmp, 0)
{n = xu, k = xx, Kinc = Xginc, CULT = Xpen, ...}
{3
______ N {*a > Xk, Xkinc = xx + 1,
{Xk,ad “>i32 Xkinc, ---
{Xaen X e [(0: ), (8: o
-7

H:

curr
I:

curr
J:

curr Vmem  Ven

[vea ] O |

Wmem Wen Vmem  Ven
Wnd n
Xmem __Xmem+ 8

L[]

x, elements



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v:gmd = Vien + 15, Ven = Vinem + 8, ...}

{Vk.aa =132 1, Vien “>132 Vad, Ven “1ists 0,...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}
{[iems VT, [Wens WS, -}

{Vn > 1, V,fgmd = Vmem + 157 Ven = Vmenm + 87

end
WY = When + 15, Wen = Wien + 8, ...}

{Vk_ad =132 2, Vnem “>132 Vad, Ven “listx 0,

Wnem “>i32 Wnd; Wen “1list* Vmem, }

J | (cmp,0)
{n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }
{0
______ J {Xn > X, Xkinc = Xk + 1, Xg = Xxinc, X¢ 2 1, ...}
{Xk,ad “>i32 Xkinc;, ---
{xnen 3100 [(0: ). (8: )}

H:

curr
I:

curr
J:

curr Vmem  Ven

[vea ] O |

Wmem Wen Vmem  Ven
Wnd n
Xmem __Xmem+ 8

L[]

x, elements



Generalization and Inference of List Invariants

J | (cmp,0)
‘ {n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }
Y
H |(cmp, 0) {1}
{n=wn, k=0, kinc = 1, curr = vyen, ...} Ep— {3 > %, cine =X+ 1, X = Xeino, Xe 2 1, -}
{[[Vmem, Vend]]7 } M- {Xk,ad “>i32 Xkinc, }
mem A
X,
{Vn >0» V,fgg = Vmem+157Vcn = Vmem+87~~-} {Xmem (_ilist [(0 )7(8: )]}
{Vk.aa =132 1, Vien 132 Vad, Ven “1ists 0,...} ke T
T - curr Vmem  Ven

-
-7 H: n
-

Y curr Waen Wen Vnem _Ven

(cup, 0) B ] o [a] 0]

{n=vp, k=1,kinc = 2, curr = Wyen, ...}

—~

end end
{[[Vmemﬁ Vmemﬂa [[Wmemﬁ Whem |5 } s
d curr Xmem Xmem +
(o> 1 i, = Vo 15, Ven = Von + e N s pa i B B
angmd = When + 15, Wen = Waen + 8, ...} :

{Vk,ad “>i32 27 Vmem “>i32 Vnd, Ven “listx 07

When “>i32 Wnd, Wen 1ist* Vmenm, }

x, elements



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.ad =132 1, Vmen 132 Vad, Ven “1istx 0, ...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}
{[iems VT, [Wens WS, -}

{Vn > 1, V;gmd = Vmem + 15-, Ven = Viem + 8-,

d
W,fe"m = Waen + 15, Wen = Waen + 8,- }

{Vk,ad “>i32 27 Vmem “>i32 Vnd, Ven “listx 07

When “>i32 Wnd, Wen 1ist* Vmenm, }

7| (cmp, 0)
{n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }
{0
______ J {Xn > X, Xkinc = Xk + 1, Xg = Xxinc, X¢ 2 1, ...}
{Xk,ad “>i32 Xkinc, }
{rnen 3100 (03132 0. 50), (8- )]}

curr Vinen

Ven

curr Wiemn Wen Vmem
I: Wnd
curr Xpen  pent 8
. ;»
J: Xnd

Ven

[a] 0]

Bl

x, elements



—~

H |(cmp, 0)

Generalization and Inference of List Invariants

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien 132 Vad, Ven “1istx 0,...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}
{[iems VT, [Wens WS, -}

{Vn > 1, V;gmd = Vmem + 15-, Ven = Viem + 8-,

d
W,fe"m = Waen + 15, Wen = Waen + 8,- }

{Vk_ad =132 2, Vnem 132 Vad, Ven “listx 0,

When “>i32 Wnd, Wen “>1ist* Vmenm, }

7| (cmp, 0)
{n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }
{0
______ J {Xn > X, Xkinc = Xk + 1, Xg = Xxinc, X¢ 2 1, ...}
{Xk,ad “>i32 Xkinc, }
{rnen 3100 (03132 0. 50), (8- )]}

curr Vinen

Ven

curr Wiemn Wen Vmem
I: Wnd
curr Xpen  pent 8
. ;»
J: Xnd

Ven

[a] 0]

Bl

x, elements



—~

Generalization and Inference of List Invariants

H |(cmp, 0)

{n=va, k=0, kinc = 1, curr = Vpen, ...}
{[Ven, Vrfé'n‘fl]y .
{wu>0, v;gg = Vmen + 15, Ven = Vien + 8, ...}

{Vk.aa =132 1, Vien 132 Vad, Ven “1istx 0,...}

(cmp, 0)

{n=vp, k=1,kinc = 2, curr = Wyen, ...}
{[[Vmem r::;ﬂ [[Wmem Wn?gxg }

{va > 1, vje”m = Vimem + 15, Ven = Vienm + 8,

d
W,fe"m = Waen + 15, Wen = Waen + 8,- }

{Vk_ad =132 2, Vnem 132 Vad, Ven “listx 0,

Whem “>i32 Wnd, Wen “list* Vmem, ---

1
J

(cmp, 0)

(.}

{n = X, k = Xk, Kinc = Xginc, CUTT = Xpem, --- }

{Xa > Xk, Xkinc = Xk + 1, X¢ = Xgine, X¢ 2 1, ...}

{Xk,ad “>i32 Xkinc, }

X,
{Xnom > 1156 [(0: 132 : Xpa..Rna ), (8 : List# : xpext..0)]}

_-T

H:

curr Vmem  Ven

[vea ] O |

curr Wnem Wen Vinem Ven
Waa [a] 0]
curr en _ Xmem+t 8

R
Xnext

x, elements

" ] 0]




Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
{n = xa, k = X, kinc = Xginc, ...}

{}

{>a > X, Xeine = X + 1, ...}
{Xk,ad 132 Xkinc, }

X,
{ Xnem iet [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

Xnem+ 8

curr Xmen
Xnd | Xnext

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
{n = xa, k = X, kinc = Xginc, ...}

{}

{>a > X, Xeine = X + 1, ...}
{Xk,ad 132 Xkinc, }

X,
{ Xnem iet [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

K

¥

{1'1 = Xn, K = Xkinc,

X
{ Xnen et [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

curr  Yaen aent 8

Xnd Xnext

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
{n = xa, k = X, kinc = Xginc, ...}

{}

{>a > X, Xeine = X + 1, ...}
{Xk,ad 132 Xkinc, }

X,
{ Xnem iet [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

X
{ Xnen et [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

curr  Yaen aent 8

Xnd Xnext

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
body:0: mem = call i8% @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {o

{>a > X, Xeine = X + 1, ...}
{Xk,ad 132 Xkinc, }

X,
{ Xnem iet [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

X
{ Xnen et [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

curr  Yaen aent 8

Xnd Xnext

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
body:0: mem = call i8% @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {o

{>a > X, Xeine = X + 1, ...}
{Xk,ad 132 Xkinc, }

X,
{ Xnem iet [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

X
{ Xnen et [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

v
Ymem Xmem  Xmem+t 8
curr
N R PP - S P

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
body:0: mem = call i8% @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {o

{>a > X, Xeine = X + 1, ...}
{Xk,ad 132 Xkinc, }

X,
{ Xnem iet [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

K

{n = X, k = Xxinc, CUTT = Ynen,
{HYmemy yn?grgﬂ: }

X
{ Xnen et [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

v
Ymem Xmem  Xmem+t 8
curr
N R PP - S P

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint () x> X, Xcine =2+ 1,
. {Xk,ad “>i32 Xkinc, }
3: curr_val = getelementptr list, g . N )
list# curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
2

{n = X, k = Xxinc, CUTT = Ynen,
{HYmemy yn?grgﬂ: }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

y
Ynen Xmem  Xmemt 8
curr
L [ ] N I

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint () x> X, Xcine =2+ 1,
. {Xk,ad “>i32 Xkinc, }
3: curr_val = getelementptr list, g . N )
list# curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
2

{n = X, k = Xxinc, CUTT = Ynen,
{HYmemy yn?grgﬂ: }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

v
Ymem Xmem  Xmemt 8
curr
] N
Ynd Xnd Xnext Xnd 0

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint () x> X, Xcine =2+ 1,
. {Xk,ad “>i32 Xkinc, }
3: curr_val = getelementptr list, g . N )
list# curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
2

{n = X, k = Xxinc, CUTT = Ynen,
{HYmemy yn?grgﬂ: }

{ymem “>i32 Ynd, }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

v
Ymem Xmem  Xmemt 8
curr
] N
Ynd Xnd Xnext Xnd 0

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint () x> X, Xcine =2+ 1,
. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, xg ) R )
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K R
5: tail = load list*, list** tail_ptr X

6: curr next = getelementptr list, {n = X, k = Xinc, CUTT = ¥
= Xn, K = Xkinc, = Ymem,

list* curr, i32 0, i32 1 {[Yaons y:ggl L

{Ymem “>i32 Ynd, }

X
{ Xnen et [(0:132: Xpd.-Rna), (8 : 1ist* : Xpext..0)]}

v
Ymem Xmem  Xmemt 8
curr
£r "
Ynd Xnd Xnext Xnd 0

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint () x> X, Xcine =2+ 1,
. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, xg ) R )
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K R
5: tail = load list*, list** tail_ptr X

6: curr next = getelementptr list,

- i ) {n = X, k = Xxinc, CUTT = Ynen,
list* curr, i32 0, i32 1

{HYmemy yu?grgﬂ: }

{ymem “>i32 Ynd, }
xq . o .
{Xnem “1ist [(0:132: Xpq..%nd), (8 : 1ist* : xpext..0)]}

V.
cu Ynen Xnon _Xnen 8
PR vy = S Py

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cnp,0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint () x> X, Xcine =2+ 1,
. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, xg ) R )
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K R
5: tail = load list*, list** tail_ptr X

6: curr next = getelementptr list,

- i ) {n = Xn, kK = Xxinc, CUTT = Ynem, t@il = Xpem, CUrT DXt = Yecn, ...}
list* curr, i32 0, i32 1

{[Vaen, yn?grgﬂ: )
{}/cn = Ymem + 87 }
{ymem “>i32 Ynd, }
Xt . ~ .
{Xnem “1ist [(0:132: Xnq..%nd), (8 : list* : xpext..0)]}

V.
cu Ynen Xnon _Xnen 8
PR vy = S Py

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}

1: curr = bitcast i8* mem to listx* {} 1

2: nondet = call i32 @nondet_uint() x> X, Xcine =2+ 1,

. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, g . . .
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
5: tail = load list*, list** tail_ptr x
(body, 7)

6: curr next = getelementptr list,

- ; . {n = Xn, kK = Xxinc, CUTT = Ynem, t@il = Xpem, CUrT DXt = Yecn, ...}
list* curr, i32 0, i32 1

{[Vaen, yu?grgﬂ: )
{}/cn = Ymem + 87 }
{ymem “>i32 Ynd, }
Xt . ~ .
{Xnem “1ist [(0:132: Xnq..%nd), (8 : list* : xpext..0)]}

v
curr en Xmem  Xmemt 8
| cee | A
r_> Xnd | Xnext Xna| O

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}

1: curr = bitcast i8* mem to listx* {} 1

2: nondet = call i32 @nondet_uint() x> X, Xcine =2+ 1,

. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, g . . .
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
5: tail = load list*, list** tail_ptr x
(body, 7)

6: curr_next = getelementptr list, {n = Xn, K = Xkinc, CUTT = Ynen, tail = Xpen, CUFT NEXt = Yo, ...}
list* curr, i32 0, i32 1 { [Vaen, yend]L }
mem

7: store list* tail, list** curr_next {Yen = Ynem +8, ...}
{Ymem “>i32 Ynd, }
Xy . o .
{Xnem “1ist [(0:132: Xnq..%nd), (8 : list* : xpext..0)]}

v
curr en Xmem  Xmemt 8
| cee | A
r_> Xnd | Xnext Xna| O

x; elements



Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}

1: curr = bitcast i8* mem to listx* {} 1

2: nondet = call i32 @nondet_uint() x> X, Xcine =2+ 1,

. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, g . . .
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
5: tail = load list*, list** tail_ptr x
(body, 7)

6: curr_next = getelementptr list, {n = Xn, K = Xkinc, CUTT = Ynen, tail = Xpen, CUFT NEXt = Yo, ...}
list* curr, i32 0, i32 1 { [Vaen, yend]L }
mem

7: store list* tail, list** curr_next {Yen = Ynem +8, ...}
{Ymem “>i32 Ynd, }
Xy . o .
{Xnem “1ist [(0:132: Xnq..%nd), (8 : list* : xpext..0)]}

L
(body, 8)

curr on Xpen _Suent 8

e =Tt

x; elements

0 ‘ {ycn = Ynen + 8,
03




Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint() x> X, Xcine =2+ 1,
. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, g . . .
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
5: tail = load list*, list** tail_ptr x

- ) (body, 7)
6: curr next = getelementptr list, {n = xa, X = Xkinc, CUTT = Ynen, tail = Xnen, CUrT NEXt = Yen, ...}
list* curr, i32 0, i32 1 { [Vaen, yend]L }
mem A

7: store list* tail, list** curr_next {Yen = Ynem +8, ...}
{Ymem “>i32 Ynd, }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

L
y
(body, 8)
curr Ynen Yen Xnem __ Xnem+ 8 o
Ynd r_>’ Xnd Xnext Xnd 0 ‘ {ycn = Vmem + 8,
tail { }
x; elements




Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* {} 1
2: nondet = call i32 @nondet_uint() x> X, Xcine =2+ 1,
. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, g . . .
list* curr. i32 0. i32 0 {Xmem —1ist [(0:132: Xnq..%na), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
5: tail = load list*, list** tail_ptr x

- ) (body, 7)
6: curr next = getelementptr list, {n = xa, X = Xkinc, CUTT = Ynen, tail = Xnen, CUrT NEXt = Yen, ...}
list* curr, i32 0, i32 1 { [Vaen, yend]L }
mem A

7: store list* tail, list** curr_next {Yen = Ynem +8, ...}
{Ymem “>i32 Ynd, }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

Instead of adding Yen “list* Xuem
extend list invariant. L
(body, 8)
curr Ynen Yen Xnem __ Xnem+ 8 o
Ynd r—»’ Xnd | Xnext fXna| O ‘ {ycn = Ymem + 8,
tail {}
x; elements




Modifying List Invariants

cmp: 0: k = load i32, i32% k.ad
body:0: mem = call i8* @malloc(i64 16)
1: curr = bitcast i8* mem to list*

2: nondet = call i32 @nondet_uint ()
3: curr_val = getelementptr list,
list* curr, i32 0, i32 0
: store i32 nondet, i32* curr_val
: tail = load list*, list** tail ptr
6: curr next = getelementptr list,
list* curr, i32 0, i32 1
7: store list* tail, list** curr_next

SIS

Instead of adding

Yen “1list* Xmem,

I [(emp,0)
{n = Xn, K = Xk, kinc = Xkinc, }
{}
{xa > X, Xxinc = Xk + 1, ...}
{Xk,ad 132 Xkinc, }
X,
{Xnen 1156 [(0: 132 : Xpa..Raa), (8 : 1iSt* : Xpexs-.0)]}
e
K 2
(body, 7)

{[Vaen, yu?grgﬂ: )
{}/cn = Ymem + 87 }
{ymem “>i32 Ynd, }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

{n = Xn, K = Xginc, CUTT = Ypem, tail = Xgem, curr_next = yen, ...

}

extend list invariant. L
. (body, 8)
Ymem Yen Xmem Xmem T
curr - .
Ynd r_>’ Xnd Xnext Xnd 0 ‘ { Yen = Ymen + 8,

tail

£}

x; elements

{Ymen ‘—yilist [(0:132: ynd..Rna), (8 :1ist* : xpem..0)]}




Modifying List Invariants

cmp: 0: k = load i32, i32% k.ad
body:0: mem = call i8* @malloc(i64 16)
1: curr = bitcast i8* mem to list*

2: nondet = call i32 @nondet_uint ()
3: curr_val = getelementptr list,
list* curr, i32 0, i32 0
: store i32 nondet, i32* curr_val
: tail = load list*, list** tail ptr
6: curr next = getelementptr list,
list* curr, i32 0, i32 1
7: store list* tail, list** curr_next

SIS

Instead of adding

Yen “1list* Xmem,

I [(emp,0)
{n = Xn, K = Xk, kinc = Xkinc, }
{}
{xa > X, Xxinc = Xk + 1, ...}
{Xk,ad 132 Xkinc, }
X,
{Xnen 1156 [(0: 132 : Xpa..Raa), (8 : 1iSt* : Xpexs-.0)]}
e
K 2
(body, 7)

{[Vaen, yu?grgﬂ: )
{}/cn = Ymem + 87 }
{ymem “>i32 Ynd, }

X,
{nem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

{n = Xn, K = Xginc, CUTT = Ypem, tail = Xgem, curr_next = yen, ...

}

extend list invariant. L
. (body, 8)
Ymem Yen Xmem Xmem T
curr - .
Ynd r—»’ Xnd Xnext Xnd 0 ‘ {ycn = Ymem + 8, Yo =X¢ + 17 }

tail

£}

x; elements

{Ymen ‘—yilist [(0:132: ynd..Rna), (8 :1ist* : xpem..0)]}




Modifying List Invariants

cmp: 0: k = load i32, i32* kad ... I [(cup, 0)
body:0: mem = call i8* @malloc(i64 16) {n =, k = x¢, kinc = Xxinc, ...}
1: curr = bitcast i8* mem to listx* (-} 1
2: nondet = call i32 @nondet_uint() x> X Xcine =2+ 1,
. {Xk,ad 132 Xkinc, }
3: curr_val = getelementptr list, g . . .
list* curr. i32 0. i32 0 {Xmem —11ist [(0:132: Xnq..%nd), (8 : List* : xpext..0)]}
4: store i32 nondet, i32* curr_val K P
5: tail = load list*, list** tail_ptr x

(body, 7)
{n = xn, kK = Xxinc, CUTT = Ynem, t@il = Xpem, CUrT DXt = Yecn, ...}
list* curr, i32 0, i32 1 end

{Hym5m7 ymem]]! "'}

6: curr next = getelementptr list,

T7: store list* tail, list** curr_next {Yen = Ymem + 8, ...}
8: store list* curr, list** tail ptr {VYnen =132 Ynd, .-}
9: kinc = add i32 k, 1 {Xnem 115t [(0 132 ¢ Xaa.-Rna), (8 1 LiSt* : Xpexe..0)]}
10:store 132 kinc, i32* k_ad
11:br label cmp ) L
. (body, 8)
Ymem Yen Xmem Xmem +
curr " e
Ynd r—»’ Xnd | Xnext fXna| O ‘ {ycn = VYmem +8, Yo = Xx¢ + 1, }

tail {}

Ye . A .
Xy elements {_)/mem “>1list [(0 1132 ynannd), (8 tlist*: Xmemno)]}




Modifying List Invarian

M [(cmp, 0)

{n = xa, & = Xkinc, Kinc = Ykinc, ---}
{1}

{Xn > Xkinc, Ykinc = Xkinc + 1, }
{Xk,ad “>i32 Ykinc, }

¥ . .
{Yen ‘—l>115t [(0:132: yng.-Rna), (8:1ist* : xpen..0)]}

7 [(cup,0)

{n = Xa, k = xx, kinc = Xginc, ...}
(.}

{Xn > Xk, Xkinc = Xk + 1, }
{Xk,ad “>i32 Xkinc, }

X,
{ Xnem ier [(0:132: Xpa.-Rnd), (8 : 1ist* : Xpext..0)]}

8: store list* curr, list** tail ptr
9: kinc = add i32 k, 1

10:store i32 kinc, i32* k_ad

11:br label cmp

Ymem Yen Xmem  Xmemt 8

(body, 7)

{[Vaen, yn?grgﬂ: )
{}/cn = Ymem + 87 }
{ymem “>i32 Ynd, }

X,
{Xnem 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

{n = Xn, K = Xginc, CUYT = Ypem, tail = Xgem, curr_next = yen, ...

}

L

(body, 8)

{}/cn = Ymem + 87 Yo =Xp + 1, }

curr
e | ol s [t
tail

£}

x; elements

{Ymen C—y—gqist [(0:132: ynd..Rna), (8 :1ist* : xpen..0)]}




Modifying List Invariants

M (cmp,0) 7 [(cmp,0)
{n = Xn, K = Xkinc, Kinc = ykinc, } {D = Xn, K = Xx, kinc = Xkinc, }
{-} {2
{Xn > Xkinc, Ykinc = Xkine + 1, } {Xn > Xk, Xkinc = Xk + 1, }
{Xk,ad “>i32 Ykinc, } {Xk,ad “>i32 Xkinc, }
Y ~ . X, A R X

{Ymen ‘—l>115t [(0:132: yng.-Rna), (8 : 1ist* : xpen-.0)]} { Xnem <—e>hst [(0:132: Xpa.-Rna), (8 : 1ist* : Xpext..0)]}

" P

K v
(body, 7)

{n = xn, kK = Xxinc, CUTT = Ynem, t@il = Xpem, CUrT DXt = Yecn, ...}

{[Vaen, yn?grgﬂ: )
{}/cn = Ymem + 87 }
{ymem “>i32 Ynd, }

X,
{nen 115t [(0 132 ¢ Xaa..Raa), (8 List* : xpexs..0)]}

L
‘1 (body, 8)

Ymem Yen Xmem  Xmemt 8
0 ‘ {Yen = Ynen +8, ye =x¢ +1, ...}

e R )

Ye N A .
Xy elements {_)/mem “>1list [(0 1132 _)’nannd), (8 tlist*: Xmemno)]}




Modifying List Invariants

M (cmp,0) 7 [(cmp,0)
{n = Xn, K = Xkinc, KiNC = ykinc, } {D = Xn, K = Xk, kinc = Xkinc, }
{-} {.}
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o L/ abstracts from number of list elements int main() {

@ L/ preserves knowledge about for (unsigned int k = 0; k < n; k++) {

some list contents and shape curr = malloc(sizeof (struct list));
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