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Abstract. We propose a novel acceleration technique for loops operating
on arrays. The goal of acceleration is to characterize the transitive closure
of loops in a logic which is suitable for automated reasoning. Using the
new notion of inductive lvalues, our technique can handle loops where
previous techniques fail, and it unifies acceleration for arrays and scalar
variables by regarding scalars as arrays of dimension 0. Moreover, our
approach uses As instead of quantifiers. Then the resulting SMT problems
can be solved via lemmas on demand. An empirical evaluation of our
implementation in the tool LoAT shows the power of our approach.

1 Introduction

Model checking programs operating on arrays is notoriously difficult. One reason
is that interesting properties of array programs often involve quantifiers, but
reasoning about quantifiers is still challenging for SMT solvers. In particular, they
can hardly find models for such formulas, but models are crucial for model checking
algorithms that use them to prove unsafety and for abstraction refinement.

Alternatives to abstraction refinement are based on acceleration techniques [5,
9-11,15, 18,31, 32] that try to characterize the transitive closure of a single-
path loop. Then algorithms like Acceleration Driven Clause Learning [20] or
Accelerated Bounded Model Checking (ABMC) [22] can lift acceleration from
single-path loops to full programs. As acceleration does not over-approximate,
it is particularly useful for finding counterexamples, but it can also be used for
proving safety [12].

We present a new acceleration technique for loops operating on arrays. In
contrast to earlier approaches [1-3,28,34], it applies to a broader class of loops,
due to the novel notion of inductive lvalues. The core idea of inductive lvalues is
that the effect of assignments like a[i + 1] < a[i] + 154 < i + 1 in loop bodies can
be summarized by recurrence equations. Here, the value ali] that is read is equal
to the value that has been written to a[i + 1] in the previous iteration.

Another benefit of inductive lvalues is that they allow us to unify loop
acceleration for arrays and scalar variables by regarding scalar variables as arrays
of dimension 0. In contrast, earlier approaches treat arrays and scalars differently.

One more key difference to earlier approaches is that we use As and a special-
ized quantifier elimination technique to avoid quantifiers. Even though most SMT
solvers have very limited support for As, the resulting SMT problems can usually
be solved with a refinement loop in the spirit of lemmas on demand [13,37,38].
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2 Overview and Contributions

We start with an informal overview, where we illus- - A
trate our pipeline for verifying array programs, and |jng . — (1)6000;
explain which parts are contributions of this paper. | while(i < k) {

Consider the C program on the right, which writes ?[:ri” +:1?[i];
al0] to a[1],...,a[k]. Here, nondet(0, k) returns some |} .
integer between 0 and k. So the final assertion always ;I;tseit?a???d!e:t (2’[0} ))

fails. There exist various techniques to transform im-
perative programs into more formal representations
like transition systems, resulting in:

init(a) — while(a, 0, 10000)

)
while(a, i, k) — while(Aj. if (j =i+ 1) a[i] else a[j],i+ 1,k) if i<k
while(a, i, k) — check(a, j) ifi>kn0<j<k
check(a,j) — err if alj] = a[0]
In our evaluation (see Sect. 7), this step is done by our tool HornKlaus that
transforms C programs into linear Constrained Horn Clauses, which are equivalent
to transition systems. In the transition (Loor), “\j. if (j =i+ 1) a[i] else a[j]”
denotes the array that results from writing a[é] to afi + 1].

To prove unsafety, one has to show that the location err can be reached from
init. The core idea of acceleration is to replace loops like with transitions
like the one below that can simulate arbitrarily many iterations in a single step:

while(a, i, k) — while(a’,i +n,k) if n>0Ai4+n<kAVjeZ
(i<j<i+n = d[j]=ali])A
(J<iVitn<j = d[j]=alj])
It simulates n iterations, where n is chosen non-deterministically.

For this step, two ingredients are needed: First, one needs a closed form for
each variable x that expresses the value of = after n iterations. For scalar variables
like i, closed form expressions are computed by solving recurrence equations,
resulting in the closed form i 4+ n. So a closed form expression for a variable x
involves program variables and the additional variable n, and its value is equal to
the value of x after n iterations, for all instantiations of the occurring variables.

For arrays, existing acceleration techniques characterize closed forms via
quantified formulas of the form “Vj € Z. ¢” instead of expressions, where j is
used as array index, as in (AcceL). The reason is that the standard theory of
arrays [35] is not expressive enough to admit suitable closed form expressions.

In this paper, we propose to use A-expressions as a suitable language to express
closed forms for arrays. In our example, instead of (AccEL), our approach yields:

while(a, i, k) —
( ,,) L , L ifn>0Ai+n<k.
while” (Aj. if (i < j <i+n) ali] else alj],i +n, k)
Moreover, our approach can characterize closed forms exactly in cases where

earlier approaches fail or approximate. To achieve this, we introduce inductive
lvalues. An lvalue is an expression like ¢ or a[i] that refers to a memory location.
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We call an lvalue like a[i] in inductive, as the value that is read from a[i] is
equal to the value that has been written to a[i+ 1] in the previous iteration. Thus,
the value that is referenced by ali] in the n'" iteration can be defined recursively,
which gives rise to recurrence equations, as in the case of scalars. This allows us
to accelerate loops like where earlier approaches fail, and to handle arrays
and scalars uniformly by regarding scalars as arrays of dimension 0.

While As can replace the outermost universal quantifier (as in the step from
to V), in general, nested quantifiers are needed to characterize closed
forms for arrays. As most acceleration based verification techniques rely on
SMT solvers, and SMT solvers still struggle with quantifiers, our goal is to also
eliminate the remaining quantifiers. To this end, we identify an important class
of loops where all quantifiers can indeed be eliminated, see Sect. 5.

The second ingredient for acceleration is a formula which guarantees that the
loop can be executed n times. In our example, this is ensured by the constraint
i+ n < k. In our implementation, such formulas are synthesized using the
technique from [18]. The details are beyond the scope of this paper, but one core
idea is to exploit monotonicity: In our example, if ¢ < k holds after executing
the loop body, then it also held before. So if i < k holds before the n'” iteration,
then the loop can be executed n times. At this point, the value of 7 is ¢ +n —1, so
we obtain i + n < k. While originally developed for integer loops, the approach
from [18] immediately carries over to our setting.

Now our verification problem can be encoded into an SMT formula with As:

initialization guard of
1=0Ak=10000ANn >0Ai+n<kA

i'=i+nAad =\ if (i <j<i+n)afi] else a[j] A }update of (V)

i'>kAN0<j<kAd][j]=d]0]

transition to check transition to err

Unfortunately, the major SMT solvers usually fail if As cannot be S-reduced (i.e.,
evaluated). However, SMT problems with As can often be solved via lemmas
on demand [13,37,38]. Here, the main idea is to abstract As with uninterpreted
functions, and refine this abstraction with suitable lemmas whenever a model
for the abstraction cannot be lifted to the original problem. In this way, we can
prove satisfiability of the formula above, which implies unsafety of our example.

To summarize, our main contributions are: (1) inductive lvalues that allow for
accelerating loops where existing techniques fail, (2) the first uniform approach for
handling scalars and arrays in acceleration, (3) the use of As to accelerate arrays,
where the resulting SMT problems can be solved via lemmas on demand, (4) a
quantifier elimination technique which often yields quantifier-free closed forms
(with As) for arrays, and (5) a competitive implementation in our tool LoAT.

Outline: After introducing preliminaries in Sect. 3, our main contributions
are presented in Sections 4 and 5. Related work is discussed in Sect. 6, and
we evaluate our approach empirically and conclude in Sect. 7. The extended
version [23] explains how we handle As in SMT, and it contains all proofs.
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3 Preliminaries

We write ' and v for column and row vectors, and v; is the i*" element of 7 or v.

Arrays and Expressions: Let V be a countably infinite set of variables, where
each x € V has a designated arity arity(x) € N. Then x ranges over ZZMY(Z), ie.,
over all functions with domain Z>™(®) and codomain Z (i.e., 2 maps row vectors
to integers). Intuitively, = represents an integer array of dimension arity(z), i.e.,
we only consider integer valued arrays. So x represents a scalar if arity(x) = 0,
and a 1-dimensional array which is infinite in both directions if arity(z) = 1.
Considering infinite arrays is in line with SMT-LIB [6]. To model finite arrays,
array-accesses must be guarded with suitable constraints. Note that we interpret
arrays as uncurried functions, i.e., z[i] is not a valid expression if |i| # arity(x).
So if a is a 2-dimensional array, then a[0] is undefined. In contrast, a[0] would be
a 1-dimensional array in, e.g., C. Handling “curried arrays” is future work.

We use ¢, 1, j, k, m,n for scalar variables and integer constants, a, b for non-
scalars (i.e., for arrays of dimension > 0), and zx, y can represent both scalars and
non-scalars. For any entity e, V(e) denotes the variables that occur freely in e.

An expression of the form z[c] where ¢ € Z*®(*) refers to a cell, where each
cell stores an integer value. The set Rval of rvalues is defined by the grammar

Rwval ::= ¢ | Rval o Rval | z[r]

where ¢ € Z, o is an arithmetic operator,! z € V, and r € Rval®™™®) . The set
Lval of lvalues is defined as

Lval == {z[r] | x € V,r € Roal™™}.
So an rvalue (lvalue) is an expression that may occur on the right-hand (left-hand)
side of an assignment. We write ¢ instead of i[] if 4 € V has arity 0. For rvalues
r € Ruval we define Lval(r) to be the set of r’s “top-level” lvalues, i.e.,

{r} if r € Lval
Loval(r) := < Lval(r1) U Lval(r2) ifr=ri0mo
%} ifrez

So we have Lval(ali]+7) = {a[f]} and, importantly, ¢ ¢ Lval(a[i]+7), i.e., Lval(r)
only contains the lvalues occurring in r that are not nested below other lvalues.

An array expression is a variable from V), or of the form Ai. e, where i is a vector
of scalar variables, and e € Fzpr is an expression. We define arity(Ai...) := [i|.
Expressions are generated by the grammar

Expr ©:= c| Ezpr o Ezpr | ple] | if (u) Expr else Ezxpr

where ¢ € Z, o is again an arithmetic operator, p is an array expression, e €
Expr®™®) and p is a first-order formula over expressions involving the relations
>,%#,..., and |, and the usual Boolean connectives. Here, | denotes divisibility,
ie., c|iis true iff ¢ divides i. So “if (j =) a[i — 1] else a[j]” is an expression,
and “N\j. if (j =) a[i — 1] else a[j]” is an array expression of arity 1. We use r
for rvalues, ¢ for lvalues, p, ¢ for array expressions, and e for expressions.

! We use +, —, -, and div (for integer division), but other operators are possible as well.
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Loops: We consider single-path loops (without branching in their body):

while ¢ do 7+ 7 done

min

Here, ¢ is a conjunction of (in)equations over rvalues, ¢ = ( ) is a vector

T [T ]
of lvalues such that?

Vi,je[l..ml.i#j = xi#x;Vri #r;
holds, and 7 € Rval™. Here, [1..m] denotes the closed integer interval {1,...,m}
(and “[1..m)” denotes a half-open integer interval). Intuitively, the body of Tjs0p
updates all lvalues 7 simultaneously® by overwriting each x;[r;] € ¢ with ri, which
is the i'" component of r. We also use the notation rhs(z;[r;]) := r;. Such loops

correspond to recursive transitions like in Sect. 2. ensures that

two different lvalues cannot refer to the same cell, which prevents loops like
while afj] =0 do (5f}) + (9) done.

As afi] and a[j] are written simultaneously, here it is unclear if a[j] is 0 or 1 after
the loop body if i = j. In the sequel, Tjo0p denotes an arbitrary but fixed loop.

Ezample 1 (Running Example). We use the following loop as running example:

i 41
while i < k do (GZ;]H) — (afi[‘ﬁl]) done
It swaps the values of a[i] and a[i + 1] in each iteration. So if the initial value of
ali] is ¢, then after n iterations the value of a[i + n] is ¢, and the initial values of
ali +1],...,a[i + n] have been shifted one position to the left.

=

For each x € V, up,,(¢) is an array expression that describes the array z after one
iteration of the loop body. More precisely, we define up,,(¢) inductively as follows:

T if 7'is empty
up, () := { M. if (i = r) rhs(z[r]) else up, ()[i] if £ = E;]
up,, (') if (= yg] where z # y

Here, the scalars i € V() do not occur freely in r, rhs(z[r]), or up,(¢'). More-

—

over, we define up := [x/up,(¢) | x € V], i.e., up is the substitution that replaces
each variable x with the result of updating = according to the body of the loop.

Ezample 2 (up). For Tsyap, we have
up; (a[i:-klll) = MNif(]=])i+1 else up,; (a[;[f.]l]) = i+1
where A. ... denotes a function of arity 0, and:

op (o6t} = up, (“57) = Aj i G = 1) ] else up, ali L

2 A less restrictive definition would require ¢ = (DISTINCT). We use the definition
above instead to simplify the presentation.

3 Considering sequential updates instead requires additional technicalities, so we restrict
our attention to simultaneous updates for the sake of simplicity.
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=M. if (j =i+ 1) a[i] else if (j =1) afi + 1] else up,()[J]
=M. if (j =i+ 1) a[f] else if (j =) a[i + 1] else a[j]

The definition of corresponds to the read-over-write azioms [35]:

write
i=r = up,(z[r])[i] = rhs(z[r]) iZr = up,(z[r])[i] = z[j]
So our notion of arrays is compatible with the standard first-order theory of
arrays. However, our array expressions are more expressive than expressions in
the standard theory. As an example, consider the array expression
Ai. if (0 < < 4) 0 else ali].

Here, the number of elements where a and (1) differ is not fixed (it depends on j).
Expressions for such arrays do not exist in the standard theory.

A state s maps each z € V to a function of arity arity(z). The semantics [e]
of an (array) expression e w.r.t. a state s is defined in the obvious way (see [23]),
and it is lifted to formulas over (array) expressions as usual. In particular, the
semantics of an array expression is a function. Given a first-order formula v, we
often say that “¢» holds” or “¢ is valid”, which means that [¢], = true for all
states s. Now we can define the transition relation of Toep.

Definition 3 (Transition Relation). We define the relation —7;,, on states
as follows: We have s =, 8" if [¢], = true and s'(x) = [up(x)], for all z € V.
Ezample 4 (Transition Relation). Let s(i) = 0, s(k) = 5, and s(a) = Aj. j. Then
8 = Towey S With s'(i) = [up(d)], = [ + 1], = s(i) + 1 =1, s'(k) = s(k) = 5, and:
s'(a) = [up(a)], = [Mj. if (j =i+ 1) ali] else if (j =14) ali + 1] else alj]],
=Xj.if (j=1)0elseif (j=0) 1 else j

Acceleration: Our goal is to accelerate loops like Tjoop-

Definition 5 (Acceleration). Let =% denote the n-fold closure of —7. An
acceleration technique s a partial function accel, mapping loops to first-order
formulas over V, V' := {2’ | x € V}, and a designated variable n such that

accel(T) [z/s(z), 2 /s'(z) |z € V] <= s =5 &
holds for all T € dom(accel), n € Nso, and all states s, s'. Here, [x/s(x), 2" /s (x) |
x € V)] is the substitution that replaces x by s(z) and ' by s'(x), for allz € V.

So acceleration yields a formula over V and V', representing the values of the
program variables before and after n loop iterations, and a dedicated loop counter
n. This formula characterizes the n-fold closure of 7Tj,,, precisely.?
Ezample 6 (Acceleration). Consider the loop

while i > 0do i < i — 1 done
Here, an acceleration technique may yield the formula:—n > 0A¢ =i —n.

As explained in Sect. 2, many acceleration techniques rely on closed form expres-
sions that characterize the values of the variables after n iterations of the loop.

4 Some acceleration techniques also construct under-approximations, but since we show
how to accelerate certain loops precisely, Def. 5 does not allow approximations.
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Definition 7 (Closed Forms). We call an expression ™ over V U {n} a
closed form for z € V if (") = up™(z) holds for all n € N.

For integers, closed forms are usually computed via recurrence solving.

Ezample 8 (Closed Forms). For Ex. 6, a closed form for ¢ is computed by solving
the recurrence equation (™) = ¢("~1) — 1 with the initial condition (%) = .

Given closed forms for each x € V, an acceleration technique can return
(Vk €0..n). glz/z® |z e V]) A /\ o =z,
2€V(Tioop)
However, most acceleration techniques try to avoid quantifiers, as they are
challenging for automated reasoning. Instead, the calculus from [18] can be used
(see Sect. 2), which can often compute suitable quantifier-free formulas. Therefore,
in the sequel, we focus on computing closed forms for loops involving arrays.

4 Closed Forms for Lvalues

We now show how to compute closed forms for array loops. To this end, we impose
mild restrictions. First, we require that the indices in 7 behave monotonically
w.r.t. the lexicographic order (where we have r < r’ if there is an ¢ € [1..]r[]
such that r; < r] and r; = r;- hold for all j € [1..4)). Tioop is x-increasing if the
indices r where x is updated by the loop increase their values weakly in each
iteration.

Definition 9 (Monotonic Loop). 7.0 is z-increasing or z-decreasing if

/\ r < up(r) or /\ r > up(r)
z[r]el z[r]el
is valid, respectively. If Tioop is x-increasing or x-decreasing, then it is x-mono-
tonic. If Tioop is x-monotonic for each x € V, then Tioop is monotonic.

Ezample 10. Reconsider Tsyap, Where a is accessed via the indices ¢ and ¢ 4 1 in
7. Since we have i < up(i) =i+ 1, Tswap is a-increasing and thus a-monotonic.
As i is a scalar variable, Tgyqp is also i-monotonic. Thus, Tsyep is monotonic.
For simplicity, in the sequel we assume that z-monotonic loops are z-increasing.
Lifting our approach to arbitrary monotonic loops is straightforward.

A monotonic loop Tioop is array-solvable, or a-solvable for short, if each set

Lwal(r;) only refers to array cells that have been written in the previous iteration,
or only to array cells that have not been written yet.

Definition 11 (A-Solvable Loop). Let L be the smallest set such that:
Lval(F) C L and if z[r] € L, then Lval(r) C L
An lvalue z[r] € L is
— trivial if for all y[r'] € 7, we have y ¢ V(z[r])
— inductive if z[up(r)] € £
— displacing if for all ¥’ such that x[r'] € 7, we have v’ < up(r)
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Tioop 15 a-solvable if it is monotonic, each element of L is trivial, inductive, or
displacing, and one of the following holds for each i € [1..|F]]:

(a) all lalues in Lval(r;) are trivial or inductive

(b) all lvalues in Lval(r;) are displacing

So z[r] is trivial if none of the variables occurring in z[r] are changed by Tio0p.
Inductive lvalues x[r] give rise to inductive definitions, as reading x[r] in the n'”
iteration yields the value that has been written to the same cell (i.e., to z[up(r)])
in the (n — 1)*" iteration. In contrast, the cell that is referenced by a displacing
lvalue z[r] has not been written before it is being read, as all (increasing) indices
that were used for write accesses to z in earlier iterations are smaller than r in
the n'" iteration. Note that trivial lvalues are a special case of displacing Ivalues.
For z-decreasing loops, the inequation r’ < up(r) becomes r’ > up(r).

Ezxample 12 (A-Solvable). For Tgyap, we have r1 =i+ 1, ro = afi], rs = afi + 1],
and £ = {i,ali], ali + 1]}. For Lval(r) = {i}, we have i € 7, i.e., i is inductive.
For Lwal(ry) = {ali]}, we have afup(i)] = ali + 1] € 7, so a[i] is inductive, too.
For Lval(rs) = {a[i + 1]}, we have a[up(i + 1)] = a[i +2]. So a[i + 1] is displacing,
asi <i+2andi+1<i+2hold for the accesses afi] and a[i + 1] to a in /.
Hence, Tgwap is a-solvable.

Earlier acceleration techniques for arrays could essentially only handle displacing
lvalues without approximations, i.e., loops where each cell is written at most once,
see Sect. 6. Moreover, they treated arrays and scalars differently. Our new notion
of inductive lvalues allows us to also handle examples like 7y, and to unify
the treatment of arrays and scalars (by regarding them as arrays of dimension 0).
Ex. 13 shows why we disallow mixing inductive and displacing lvalues in Lval(r;).

Ezample 13 (Mizing Inductive and Displacing Lvalues). Consider the loop
while ¢ < k£ do (a[iiu) — (a[i]i’;[liﬂ]) done

where a[i] is inductive and a[i + 1] is displacing. We have up”(ali]) = >="Z7 al[j],

which is not an expression as defined in Sect. 3. For such loops, extensions of the

underlying theory are required, see, e.g., [29]. We leave that to future work.

We first show how to compute closed forms for all Ivalues in L.

Definition 14 (Closed Forms for Lvalues). We call an expression {(™) over
VU {n} a closed form for ¢ € Lval if £ = up™(£) holds for all n € N.

For trivial lvalues, computing closed forms is straightforward.

Lemma 15 (Closed Forms for Trivial Lvalues). If ¢ € L is trivial, then
) = ¢ s a closed form for (.

Thm. 16 yields closed forms for displacing lvalues z[r] if closed forms for all
¢ € Lval(r) are known. Here, we use the notation r(™ = r[¢/¢(™) | ¢ € Lval(r)].?

Theorem 16 (Closed Forms for Displacing Lvalues). If 740, is monotonic
and z[r] € L is displacing, then x[r](™ := x[r(™] is a closed form for x[r].

5 A similar observation has been used in [33] to deduce invariants.
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Ezample 17. Reconsider Tgyqp, where the only displacing lvalue is a[i+1]. Indeed,
up”(afi +1]) = al(i + 1)™] = afi +n + 1]

holds for all n € N, i.e., the value that is referenced by the lvalue a[i + 1] after n

iterations is equal to the value that is referenced by a[i + n + 1] initially.

For inductive lvalues, a-solvable loops give rise to systems of recurrence equations.®

Definition 18 (Recurrence Equations). Let R be a set of symbols with

n ¢ R. A recurrence equation (over R) is an equation rec’ = e where rec € R

and e is an arithmetic expression over R. A substitution 0 which maps symbols

from R to arithmetic expressions over R U {n} is a solution for rec’ = e if
O(rec)[n/n+ 1] = 6(e) and  6(rec)[n/0] = rec

are valid. A set of recurrence equations is also called a system, and 0 is a solution

for such a system if it is a solution for each of its elements.

Ezample 19. Consider the recurrences i = ¢ + 1 and j° = j + i. Then § with
0(i) =i+nand 0(j) =j+ 45 -n®+n-i— % nis asolution, as we have:
0@)n/n+1ll=i+n+1=0(:)+1=0(:+1) 0(i)[n/0] =i+0=1
0)n/n+1=+% -0 +1 - ntn-i+i=00)+n+i=0()+00)=0(+1i)
0()n/0]=5+3%-0°+0-i—3-0=3
To construct such systems, we apply the lwalue-substitution ovec == [{/recy | £ €

Lwal], which replaces every top-level occurrence of an lvalue ¢ by a fresh symbol
recy. Now we define the recurrences that yield closed forms for inductive lvalues.

Definition 20 (Rec). Rec is the system of recurrence equations that contains

rec),,) = r0rec Where r = rhs(z[up(r)]) for each inductive x[r] € L.

So Rec is a system of recurrences over {recy | £ € L}. As the lvalues in r are
updated simultaneously, the value of x[r] in the next iteration corresponds to
the value that is written to z[up(r)] in the current iteration, so we have r =

rhs(z[up(r)]). This is in line with Def. 11, which ensures z[up(r)] € £ = dom(rhs).

Ezxample 21 (Rec). For Tguqp, we get Rec = {rec; = rec; + 1, rec;M = recq[}-
Note that we indeed have rhs(i) =i + 1 and rhs(a[up(i)]) = rhs(ali + 1]) = ald].
Then 6 with 0(rec;) = rec; +n and 6(rec,};)) = rec,[; is a solution of Rec, as:
O(rec;)[n/n+ 1] = (rec; + n)[n/n+ 1] =rec; + n+ 1 = O(rec; + 1)
O(recqp))[n/n + 1] = recqpy[n/n + 1] = recyps) = O(recqs)
O(rec;)[n/0] = (rec; + n)[n/0] = rec; 0 (recy))[n/0] = recyp;)[n/0] = recq;

To solve Rec, standard techniques for recurrence solving can be used (see, e.g. [4]).
While these techniques are very powerful, there are of course cases where Rec
cannot be solved, so that our approach cannot accelerate 7jo0p. In the sequel,

we assume that Rec can be solved. For inductive lvalues ¢ € L, the following
theorem shows that a solution of Rec allows us to construct a closed form.

5 Our definition of recurrence equations is less general than usual, as we only need
recurrences of order 1, and the initial conditions are always the same in our setting.
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Theorem 22 (Closed Forms for Inductive Lvalues). Let Tjo0p be a-solvable
and let 6 be a solution for Rec. Then for each inductive £ € L, £ := O(recy)o;l

is a closed form for £. Here, o5 is the inverse of oyec.

Ezxample 23. Continuing Ex. 21, we get:

i™ = 0(reci)ored = (rec; +n)oee =i+n  ali]™ = 0(reCafi)) Oree = r€Ca[i]0rec = ali]
Indeed, we have i +n = up™(¢) and a[i] = up™(a[i]) for all n € N, i.e., the value
that is referenced by ali] after n iterations is equal to the initial value of ali].

Lemma 15, Thm. 16, and Thm. 22 give rise to an algorithm for computing closed
forms for all Ivalues in £ (as defined in Def. 11) whenever T, is a-solvable:
1. compute closed forms for all trivial lvalues via Lemma 15
2. compute closed forms for all inductive lvalues via Thm. 22
3. while there is an Ivalue whose closed form has not yet been computed
(a) pick an x[r] € £ where the closed forms for all £ € Lval(r) are known
(b) compute the closed form for z[r] as in Thm. 16
For Step (3a), if z[r] € L is displacing and the closed form for ¢ € Lval(r) has not
yet been computed, then /¢ is displacing, too, and thus one can consider ¢ instead.
As ¢ is a subterm of z[r], this yields a terminating approach for picking z[r].

5 Closed Forms for Arrays

We now show how to compute closed forms for arrays, given closed forms for all
relevant lvalues, i.e., for all £ € £ (as defined in Def. 11). The following theorem
is an important step towards closed forms for arrays.

Lemma 24 (Towards Closed Forms for Arrays). Let Tjo0p be a-solvable
and let x € V. For each x[r] € ¢, we define the following auziliary predicates:
writteny(m,¢) < ™Y =¢
lwritteng (m, n,c) <= /\ vm' € [m..n]. —written,(m’, c)
z[rlel

last_write, [y (m, n,c) <= writteny(m, c) A lwritten, (m + 1,7, c)
Then the following holds for all x[r] € ¢ and all c € Z7(®) .
Vm € [1..n]. last_write,;j(m,n,c) = up”(z)[c] = rhs(a[r]) ™V

Intuitively, written,.(m, c) checks whether the write access x[r] < ... modifies
the cell z[c] in the m!" iteration. The predicate !written,(m,n,c) is true if
z[c] does not change between the m!" and the n'”" iteration. The predicate
last_write, [y (m, n, c) holds if the last write access to z[c] (up until the n'"
iteration) takes place in the m!" iteration via the assignment z[r] +- .... Note
that we have z[r] € £, so rhs(z[r]) is well defined. As the final value of z[c] is

written by x[r] + rhs(z[r]) in the m'" iteration, the final value of z[c] is equal to
the value of the right-hand side after the (m — 1)*" iteration, i.e., rhs(z[r])(™~1).

Ezample 25 (Towards Closed Forms for Arrays). Continuing Ex. 23, we obtain
the following definitions for written and !written due to the lvalues a[i] and a[i+1]:
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written;(m,c) <= i+m—1=c¢ written;+1(m,c) <= i+m=c

lwritteng (m, n, c) <= Vm' € [m..n]. ~written;(m’, c¢) A ~written;1(m’, c)
Here, we combined two universal quantifiers to simplify !written. The definition of
last_write is as in Lemma 24. Then by Lemma 24, for all ¢ € Z we have:

Vm € [1..n]. last_write,[; (m,n,c) = up”(a)[d] = (ali + )™V = afi + m]
Vm € [1..n]. last-writeqpiy 1) (m,n,¢) = up”(a)lc] = (afi)) ™" = ali]
Lemma 24 indicates that a closed form for x might have the form

2™ = Xe. if (1 <m < nAlastwritegy,)(m, n, c)) rhs(a:[rl])(m_l) else if ...

else if (1 <m < n A lastwriteg[y,j(m, n,c)) rhs(z[rx]) ™Y else z[c]

where the value of m is uniquely determined by last_write. However, due to the
additional free variable m, such an expression is not a closed form in the sense
of Def. 7, and thus it is not suitable for acceleration. Moreover, last_write is
defined in terms of !written, and the latter contains universal quantifiers, which
complicates subsequent automated reasoning.

Thus, we now show how to eliminate both the variable m and the universal
quantifiers in lwritten in the important special case that for every z[r] € ¢,

up(r) — r = d is a vector of constants (which may differ for each z[r] € £). Note
that if d is a vector of constants, then we have r®” =r +d - n.

Eliminating the Quantifier from !written: For !written, we get:

vm' € [m..n]. —written,(m’, c)

[

< Vm' €[m..n]. (™D #c (by def. of written)
m..n].r4+d-(m' —1) #c (ast™ =r+d-n)
[

< Vm' €[m..n]. \/ri—l—di-(m'—l);éci

i€[1..]r]]

< \/ci<7"i—|—di~(m—1)Vri—|—di~(n—1)<ci V

ie[l..|r]]
d; >0
\/ci<Ti—|—di~(n—1)Vri+di~(m—1)<ci Vv \/d1)[(c7,—7“1)
ie(l..|r]] i€l |r]]
d; <0 ‘d71|>1
Again, “|” denotes divisibility, so d; { (¢; — r;) is true iff d; does not divide ¢; — ;.
In the last step, the first two sub-formulas \/ ... cover the case that
ci ¢ { m[in ](n- +d; - (m' —1)), m[ax ](ri +d;-(m' — 1))] ,
m’€[m,n m’/€[m,n

which immediately implies r; + d; - (m’ — 1) # ¢;. Here, we consider the cases
d; >0 (first \/...) and d; < 0 (second V/ ...) separately. If (3) does not hold, then
we have Vm' € [m..n]. r; +d; - (m' — 1) # ¢; iff ¢; — r; is not divisible by d;.

Eliminating the Quantifier from (QuantT): Next, we eliminate m from the

negated matrix of (QUANT), i.e., from
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m € [1..n] Alast_write, ) (m, 1, ) A up” (z)[c] # rhs(z[r]) ™",

by deriving an instantiation e,y so that Im.(IQuaNT) <= (IQUANT|[m/eyp]
and thus <= —(!QUANT|[m/e, ] holds. We get:

last_write, ;] (m, n,c) <= writteny(m,c) A ... (by def. of last_write)
— ™ =ch... (by def. of written)
< r+d-(m—1)=cA... (by def. of r(™)
< /\Ti :Ci/\/\ di|(cifn~)/\m: (CZ'*TZ') divd; + 1A ...
i€[L..]r(] i€[l..]r]]
i= d;7#0

The last step results from solving the equation r +d - (m — 1) = ¢ for m. More
explicitly, this equation means /\lr:‘1 r; +d; - (m — 1) = ¢;. So for each conjunct,
we obtain m = % +1ifd; #0, or r; = ¢; if d; = 0. As m is an integer, the
former is equivalent to m = (¢; — ;) div d; + 1 Ad;|(c; —r;). So if there is a d; # 0,
then m can be eliminated by propagating the equality m = (¢; — r;) div d; + 1.
If all elements of d are 0, then r does not change at all, and we obtain:
last_write, [y (m, 1, €) <= writteny(m, c) A lwritten; (m + 1,n,c) (def. of last_write)
<= written,(m,c) Am >n
The reason for the last step is that, in this case, the write access z[r] « ...
overwrites the same cell in every iteration. So written,(m, c) implies written,(m +
1,¢), which contradicts written,(m + 1,n,c), unless we have m +1 > n. In
the latter case, lwritten,(m + 1,n, c) is trivially true. As m ranges over [1,n] in
(1QuaNT), m+1 > n implies m = n, so we can instantiate m with nifd = [0,...,0].
Hence, if the indices of all array accesses only change by constants in every
iteration, then all quantifiers that occur in Lemma 24 can be eliminated.

Ezample 26 (Quantifier Elimination). For Tgyep, we have d = 1 for both afi]
and afi + 1]. As explained above, we can simplify !written,(m,n, ¢) from Ex. 25:
(c<i+m—-1Vi+n—1<c)A(c<i+mVi+n<c)
Moreover, the final formulas (2) from Ex. 25 can be simplified to:
1<c—i+1<nAlastwriteg(c — i+ 1,n,¢) = up”(a)[c] = alc+ 1]
1 <c—i < nAlastwritegip1y(c —i,n,¢) = up”(a)[d = ali]
Here, we propagated the equality m = ¢ —i+1 (implied by last_write,[; (m, n, c))
in the first line, and the equality m = ¢ — i (implied by last write,(;1)(m,n, c))
in the second line. For the first occurrence of last_write in (5), we get:
last_writeq; (¢ — i + 1,7, ¢)
— i = ¢ Alwritteng (¢ — i + 2, n, ¢) (by def. of last_write and written)
< i+c—i=cAlwritteng(c — i+ 2,n,¢) < lwritten,(c — i+ 2,n,c) é} true
Similarly, for the second occurrence of last_write in (5), we get:
last_writeg[i+17(c — ¢, n,¢) <= lwritten,(c — i+ 1,n,c¢) é i+n—-1<c
Thus, (5) simplifies to:
0<c—i<n = up”(a)c] =alc+1] 1<c—i=n = up”(a)[d = afi] (6)
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The left implication states that a[i 4+ 1],. .., a[i + n] are shifted to the left by one
position, and the right implication states that a[i] gets moved to index i + n.

Putting it all together: Now we can finally compute closed forms for arrays.
Recall that the quantified variable m from was eliminated via instantia-

tion. For each zr] € 7, let ez[r] be the corresponding instantiation of m, i.e., the
expression such that

rhs(z[r]) ™V
rhs(m[r])(ez[r] -,

Vm € [1..n]. last_write, [y (m, n,c) = up”(z)[c]

iff 1< ey <nAlastwriteyp(€zn),n,c) = up”(z)[c]

Then we obtain our main theorem:

Theorem 27 (Closed Forms for Arrays). Letx €V, let Tioop be a-solvable,
assume that Rec can be solved, and let x[r1],.. ., z[ry] be all elements of £ of the
form x[...]. If up(r;) — r; is a vector of constants for every i € [1..k], then
(n) . _
x = AC.

if (1 <eppry) < nAlastowriteyr)(€z)r,, 7, C)) rhs(z[r1]) =11~ else if . ..
else if (1 < ey, < n A lastwriteg(y,j(€z[r,], 7, C)) rhs(z[rk]) =t =Y else z[c]
is a closed form for x.

So the closed form (™ is the array that maps every index c to the updated
right-hand side rhs(z[r;])(¢=1 =) (which is constructed using the closed forms
for lvalues from Sect. 4), where the last write access to the cell z[c] took place in
the ew[ri]th iteration via an assignment to x[r;]. As shown when deriving (qe), all
quantifiers can be eliminated from the definition of !written (and thus last_write),
so Thm. 27 gives rise to quantifier-free closed forms for arrays.

Ezample 28. In Ex. 26, we instantiated m with ey := c—i+1 and e,[;41) := c—4,
respectively. Thus, similar to (5), we obtain the closed form
a™ = Xc. if (1<c—i+1<nAlastwrite,(c —i+1,n,¢)) alc+1] else
if (1 <c—1i< nAlastwritegp1y(c—i,n,c)) al] else a[c]

since (afi + 1))+ = g[c 4+ 1] and (a[i])*=*~V) = a]i]. By eliminating all
remaining quantifiers and applying simplifications, analogously to (6), we obtain:

a™ =xc.if (0<c—i<n) alc+ 1] else if (1 < c¢—1i=n) afi] else a|(]
At this point, we obtained closed form expressions in the sense of Def. 7, i.e., they

are suitable for acceleration. As they are quantifier-free, they are also suitable
for automation via SMT by handling As with lemmas on demand, see [23].

6 Related Work

Acceleration techniques for arrays were already studied in [1,28,34], where [28] is
restricted to loops where arrays are partitioned into read- and write-only arrays.

The technique from [34] does not require such a partitioning, but if the same
array cell is written more than once (as in Tgyap, Where ai] < ... overwrites a
cell that has already been written by a[i + 1] < ... in the previous iteration),



14 F. Frohn, J. Giesl

then [34] approximates. Moreover, to compute a closed form for an array a, [34]
requires that the closed forms for right-hand sides of updates a[i] < ... are
already known. This means that a itself must not occur on the right-hand side.

In [1], it is shown how to accelerate local ground assignments. Their definition
imposes certain restrictions that are not required in our setting. In particular, the
loop body must only update each array a at a single index 4. So their approach
does not apply to, e.g., Tsuwap. In contrast to [34], restricted forms of occurrences
of the array a are possible on the right-hand side of a[i] + ...

A similar approach to our elimination of the quantifiers from !written in
Sect. 5 is also used in [1], but our technique for eliminating the quantifier from
is specific to our approach. Moreover, [1] also uses As for the result of
acceleration, but only to simplify the presentation. In their implementation, they
use quantifiers instead, whereas we use SMT solving with As.

Subsequently, the results from [1] have been used in [2] to show decidability of
safety for a certain class of array programs. In an orthogonal line of research, [3]
describes a framework to combine acceleration techniques.

7 Implementation and Evaluation

We implemented our approach in LoAT [19], where we use it in our model
checking algorithm ABMC [22], which integrates acceleration into Bounded
Model Checking (BMC). ABMC lifts acceleration from single-path loops to
systems with complex control flow, i.e., it also supports multi-path loops, nested
loops, etc. LoAT uses our SMT solver SwinE [21], which is built on top of Z3 [36].
The input format of LoAT are Constrained Horn Clauses (CHCs) [14], where
(un)safe verification tasks correspond to (un)satisfiable CHCs.

We used our novel tool HornKlaus [24] to transform the C benchmarks from
the category ReachSafety-Arrays of the Software Verification Competition (SV-
COMP [7]) to CHCs. HornKlaus does not (yet) aim to preserve (un)safety in all
cases, as it does not take all intricacies of the C standard into account. Instead, its
purpose is to generate CHCs that mirror the given algorithm as closely as possible.
Thus, HornKlaus cannot yet be used to compare CHC solvers with C verifiers, but
it has certain advantages over other tools that convert C to CHCs: SeaHorn [27]
converts multi-dimensional arrays to one-dimensional arrays, resulting in a larger
gap between the C program and the CHCs, and Korn [16] often yields non-linear
CHCs (which are not yet supported by LoAT) when HornKlaus does not.

Currently, HornKlaus supports a fragment of C that corresponds to the CHCs
handled by LoAT (e.g., it does not support pointers, structs, or bit-wise operations).
Thus, it can only transform 201 of the 439 SV-COMP benchmarks into CHCs,
resulting in our first collection of benchmarks, called SV. However, most of these
benchmarks are satisfiable, but ABMC’s main purpose is proving unsat. To obtain
unsatisfiable instances, we modified HornKlaus so that it negates the assertions
that characterize the error states, resulting in our second set of benchmarks SV_.

We compared LoAT with the state-of-the-art CHC solvers Eldarica [30], Golem
[8], and Z3 [36]. We tested several configurations, and used the most powerful
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H v Hunsat[sat‘

LoAT 251 24 |1
Eldarica || 2 0
LoAT BL|| 2 2
Z3 0
Golem 0 0

LoAT ||129|| 120
Eldarica || 78 || 68 |1
LoAT BL|| 65| 65
Z3 62 62
Golem || 30| 30
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---------- Golem

solved instances from SV-,
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1 1 1 1 1
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ones for proving unsat: The default configuration of Eldarica 2.2.1, the symbolic
execution engine of Golem 0.9.0, and the BMC implementation of Z3 4.15.4. Addi-
tionally, we compared with a baseline variant LoAT BL without the contributions
from Sections 4 and 5, i.e., it can only accelerate loops without arrays.

Note that some SV-COMP benchmarks contain non-linear arithmetic, which
is not supported by Golem, and sometimes prevents Eldarica from computing
interpolants. Moreover, each of our benchmark collections contains 13 examples
with “curried” arrays (see Sect. 3), which are not supported by LoAT.

We could not compare with MCMT [1-3], a state-of-the-art model checker
that supports array acceleration. The reason is that MCMT’s array acceleration
introduces quantifiers, which are then handled via over-approximations (see [20]
for details), and thus they cannot be used for proving unsafety. This shows the
importance of our quantifier elimination technique from Sect. 5 and the use of As,
as these two ingredients allow us to use acceleration for proving unsatisfiability.

We used CLAIX-2023-HPC nodes of the RWTH University High Performance
Computing Cluster with 10560 MiB memory limit and 60 s timeout per example.

The results of our experiments are shown in the table above. On SV, all tools
perform quite badly, which confirms the observation from Sect. 1 that model check-
ing array programs is notoriously difficult. LoAT is the only tool that can prove
unsat in some cases. On SV_, all tools can prove unsat sometimes, but LoAT is
significantly ahead of its closest competitors. Whenever another tool can prove un-
satisfiability, LoAT can do so as well (apart from 3 of the examples with “curried”
arrays). The fact that LoAT outperforms LoAT BL shows that its good results are
indeed due to our novel contributions. For SV_,, the plot on the right depicts the
runtimes for solved instances. It shows that LoAT solves most instances quickly,
i.e., our approach is not only competitive in terms of solved instances, but it is
also quite efficient. See [17,25] for more details on LoAT and our evaluation.

Conclusion: We presented a new loop acceleration technique for array loops.
By using the novel notion of inductive lvalues, it can accelerate more classes of
loops than earlier techniques, and it handles arrays and scalars uniformly. Due
to the use of M-expressions and our technique for eliminating quantifiers from
Sect. 5, it improves over previous SMT-based model checking algorithms for array
programs, in particular for proving unsafety, as demonstrated by our evaluation.


https://help.itc.rwth-aachen.de/service/rhr4fjjutttf/article/fbd107191cf14c4b8307f44f545cf68a/
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