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@ language-specific features when generating symbolic execution graph

@ back-end analyzes Term Rewrite Systems with built-in Integers

@ powerful termination analysis

o Termination Competition  since 2004 (Java, C, Haskell, Prolog, TRS)
o SV-COMP since 2014 (C)
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Problems

@ transformation from Symbolic Execution Graph to Integer TRSs
not complexity preserving

@ no back-end complexity analyzers for Integer TRSs
Solution
@ new transformation from Symbolic Execution Graph to Integer Transition Systems

@ use existing complexity analyzers for ITSs
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Example:

class List {
int v;
List n;

static int max(List 1) {
int m = 0;
while (1 != null) {
if (L.v > m {
m=1.v;

}
1=
}

return m;

l.n;

}




Example: max

01: iconst.0 //
02: istore-1 //
03: aload. 0 //
04: ifnull 16 //
05: aload. 0 //
06: getfield v //
07: iload_1 //
08: if_icmple 12 //
09: aload- 0 //
10: getfield v //
11: istore_1 //
12: aload.0 //
13: getfield n //
14: astore. 0 //
15: goto 3

16: iload-1 //

17: ireturn //

load O to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <=m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
load 1.n to opstack
store 1.n into 1

load m to opstack
return m

class List {
int v;
List n;

static int max(List 1) {
int m = 0;
while (1 != null) {
if (1.v > m) {
m=1.v;
}
1l =1.n;

}

return m;

}




Abstract States of the JvMm

01:
02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:

iconst_0
istore_1
aload 0
ifnull 16
aload 0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload 0
getfield n
astore_0
goto 3
iload-1
ireturn

//
//
//
//
//
//
//
//
//
//
//
//
//
//

//
//

load 0 to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <= m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
load 1.n to opstack
store 1l.n into 1

load m to opstack
return m

01 | l:o1 | €

o1:List(v:i, n:on)
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@ next program instruction
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iconst_0
istore_1
aload 0
ifnull 16
aload 0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload 0
getfield n
astore_0
goto 3
iload-1
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//
//
//
//
//
//
//
//
//
//
//
//
//
//

//
//

load 0 to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <= m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
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store 1l.n into 1

load m to opstack
return m

01 | l:io1 | €

o1:List(v:i, n:on)

@ next program instruction
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(value of 1 is reference o1)



Abstract States of the JvMm

01:
02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:

iconst_0
istore_1
aload 0
ifnull 16
aload 0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload 0
getfield n
astore_0
goto 3
iload-1
ireturn

//
//
//
//
//
//
//
//
//
//
//
//
//
//

//
//

load 0 to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <= m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
load 1.n to opstack
store 1l.n into 1

load m to opstack
return m

01 | l:01 | IS5

o1:List(v:i, n:on)

@ next program instruction

@ values of program variables
(value of 1 is reference o1)

© values on the operand
stack
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//
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v

01 | l:o1 | €
o1:List(v:i, n:on)

@ next program instruction

@ values of program variables
(value of 1 is reference o1)

© values on the operand
stack

information about the heap
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01:
02:
03:
04:
05:
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o7:
08:
09:
10:
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17:

iconst_0 //
istore_1 //
aload_0 //
ifnull 16 //
aload 0 //
getfield v //
iload-1 //
if_icmple 12 //
aload 0 //
getfield v //
istore_1 //
aload_0 //
getfield n //
astore_0 //
goto 3

iload_1 //
ireturn //

load 0 to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <= m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
load 1.n to opstack
store 1l.n into 1

load m to opstack
return m

v
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@ next program instruction

@ values of program variables
(value of 1 is reference o1)

© values on the operand
stack

information about the heap

@ object at o; is List,

explicit sharing
information

v-field has value /1, n-field has value o,

@ 01 and op do not share or alias

and point to tree-shaped objects



Abstract States of the JvMm

01:
02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:

iconst_0 //
istore_1 //
aload 0 //
ifnull 16 //
aload 0 //
getfield v //
iload_1 //
if_icmple 12 //
aload_0 //
getfield v //
istore_1 //
aload 0 //
getfield n //
astore_0 //
goto 3

iload 1 //
ireturn //

load O to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <= m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
load 1.n to opstack
store 1.n into 1

load m to opstack
return m

v

01 | l:o1 | €

o1:List(v:i, n:on)

o1 \/ o2

@ next program instruction

@ values of program variables
(value of 1 is reference o1)

© values on the operand
stack

information about the heap

@ object at o0 is List,

explicit sharing
information

v-field has value i1, n-field has value oo

@ 01 and 0» may share

and point to tree-shaped objects



Abstract States of the JvMm

01: iconst.0 // load O to opstack 01 | 1o | €

02: istore_1 // store 0 to var 1 (m)

03: aload.0 // load 1 to opstack o1:List(v:i, n:op)

04: ifnull 16 // jump if 1 is null >

05: aload 0 // load 1 to opstack o= o

06: getfield v // load 1.v to opstack

07: iload-1 // load m to opstack . i

08: if_icmple 12 // jump if 1.v <=m @ next program instruction
09: aload 0 // load 1 to opstack

10: getfield v // load 1.v to opstack e Values of program Variables
11: istore_1 // store 1l.v into m .

12: aload.0 // load 1 to opstack (Value of 1 is reference 01)
13: getfield n // load 1.n to opstack

14: astore 0 // store 1.n into 1 © values on the operand

15: goto 3 stack

16: iload-1 // load m to opstack

17: ireturn 0 T I } information about the heap

@ object at o; is List,
v-field has value /1, n-field has value o,

explicit sharing

information @ 01 and 0» may alias
and point to tree-shaped objects
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01:
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13:
14:
15:
16:
17:

iconst_0 //
istore_1 //
aload_0 //
ifnull 16 //
aload_0 //
getfield v //
iload_1 //
if_icmple 12 //
aload_0 //
getfield v //
istore_1 //
aload 0 //
getfield n //
astore_0 //
goto 3

iload_1 //
ireturn //

load O to opstack
store 0 to var 1 (m)
load 1 to opstack
jump if 1 is null
load 1 to opstack
load 1.v to opstack
load m to opstack
jump if 1.v <=m
load 1 to opstack
load 1.v to opstack
store 1.v into m
load 1 to opstack
load 1.n to opstack
store 1l.n into 1

load m to opstack
return m

v

01 | l:o1 | €
o1:List(v:i, n:on)

_7 |
01 = 02, O1!

© next program instruction

@ values of program variables
(value of 1 is reference o1)

© values on the operand
stack

information about the heap

@ object at o; is List,

explicit sharing
information

v-field has value i1, n-field has value oo

@ 01 and 0» may alias

and o1 may point to a non-tree-shaped object



01: iconst_0 A

02: istore_1 01|liog|e
03: aload. O

04: ifnull 16
05: aload-O

06: getfield v
07: iload-1

08: if_icmple 12
09: aload-O

10: getfield v
11: istore_1

12: aload-O

13: getfield n
14: astore_O

15: goto 3
16: iload_1
17: ireturn 05 &
static int max(List 1) {
int m = 0;
State A: while (1 !'= null) {
if (L.v > m) {
@ 07 is tree-shaped List or null ) m=1.v;
1l =1.n;
}
return m;

}




01: iconst_0O A B

02: istore_1 01|10 |e ih=0 02|1:01 |1
03: aload. O

04: ifnull 16
05: aload-O

06: getfield v
07: iload-1

08: if_icmple 12
09: aload-O

10: getfield v
11: istore_1

12: aload-O

13: getfield n
14: astore_O

15: goto 3
16: iload_1
17: ireturn 05 &
static int max(List 1) {
int m = 0O;
State B: while (1 != null) {
if (1.v > m) {
@ load constant 0 on opstack ) m=1.v;
1l =1.n;
@ evaluation edge from A to B }
return m;

@ labeled by condition i; =0 ¥




01: iconst_0 A B C

02: istore_1 01‘1:01‘5 =0 02|1201|f1 03|1:01,m:i1 £
03: aload. O

04: ifnull 16
05: aload-O

06: getfield v
07: iload-1

08: if_icmple 12
09: aload-O

10: getfield v
11: istore_1

12: aload-O

13: getfield n
14: astore_O

15: goto 3
16: iload-1
17: ireturn 95 &
static int max(List 1) {
int m = 0O;
State C: while (1 !'= null) {
if (L.v > m) {
@ store /1 in program variable m ) m=1.v;
1l =1.n;
}
return m;

}




01: iconst_0 A B C

02: istore-1 o1|Loyle| 1=0  lo2|1:0]s 03|1:01,m: i1 | e
03: aload. 0O
04: ifnull 16

05: aload.0 D l

06: getfield v 04|l:01,m: iy |01
07: iload-1

08: if_icmple 12
09: aload-O

10: getfield v
11: istore_1

12: aload-O

13: getfield n
14: astore_O

15: goto 3

16: iload-1

17: ireturn

static int max(List 1) {

int m = 0;
State D: while (1 != null) {
if (1.v > m) {
@ load o; on opstack . m=1.v;
1= 1.n;
}
return m;

}




01:
02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:

17:
——

States E and J:

iconst_0
istore_1
aload 0
ifnull 16
aload-0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload-0
getfield n
astore_0
goto 3
iload-1
ireturn

01|Lioy|e| =0

B
02|1:Ol|f1

@ need to know whether o7 is null

@ refine information about heap

(

)

C
03|lio1,m:ir|e

J

b |

04|1: o1,m: i ‘ o1
o1:null

04|l:01,m:ip |01

E
04|1l:01,m:i1 |01
op:List(viip,n: 02)

static int max(List 1) {
int m = 0;
while (1 != null) {
if (1.v > m) {
m=1.v;
}
1

}

return m;

}

= 1.n;




01: iconst_0
02: istore_1
03: aload. O

04: ifnull 16
05: aload-O

06: getfield v
07: iload-1

08: if_icmple 12
09: aload-O

10: getfield v
11: istore.1

12: aload-O

13: getfield n
14: astore_O

15: goto 3

16: iload-1

17: ireturn
—

A B C

o1|Loyle| 1=0  lo2|1:0]s 03|1:01,m: iy | e
K J p |
17|1l:01,miiy | iy 04|Lor,m:ir|o1 04|l:01,m:ip |01
o1:null o1:null

E
04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

static int max(List 1) {
int m = 0;
while (1 !'= null) {
if (1.v > m) {
m=1.v;
}
1

= 1.n;

}

return m;

}




01: iconst_0

02: istore_1

03: aload. O

04: ifnull 16
05: aload-O

06: getfield v
07: iload-1

08: if_icmple 12
09: aload 0

10: getfield v
11: istore.1

12: aload-0

13: getfield n
14: astore 0

15: goto 3

16: iload-1

17: ireturn
—

A B C

o1|Loyle| 1=0  lo2|1:0]s 03|L:01,m: it | &
K J p |
17|1l:01,m: i1 | iy 04|Lor,m:ir|o1 04|1l:01,m:i1 |01
o1:null o1:null
E

04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

static int max(List 1) {
int m = 0;
while (1 != null) {
if (1.v > m) {
m=1l.v;
}
1

= 1.n;

}

return m;

}




01: iconst_0 A B C

02: istore.1 o1|Loyle| 1=0  lo2|1:0]s 03|1:01,m: iy | e
03: aload. O
04: ifnull 16

05: aload-O K J D l

06: getfield v 17|1l:01,m: i1 | iy 04|Lor,m:ir|o1 04|l:01,m:ip |01
07: iload-1 o1:null o01:null
08: if_icmple 12

09: aload.0 F E
10: getfield v 08|1:01,m:i1|i1, i 04|l:01,m:iy |01
11: istore.1 o1:List(v: i, m: 07) o1:List(v: iz, n: 07)
12: aload-O
13: getfield n
14: astore_O
15: goto 3

16: iload-1

17: ireturn
—

static int max(List 1) {
int m = 0;
State F: while (1 != null) {
if (1.v > m) {
@ load 1.v (i) and m (/1) on opstack ) s
1l =1.n;
}

return m;

}




01:
02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:

iconst_0
istore_1
aload 0
ifnull 16
aload-0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload-0
getfield n
astore_0
goto 3
iload-1
ireturn

State G:

@ goto 12

A
01|l:o1|e

i1 =0

B
02|1201|f1

K

C
03|l:i01,m:i1|&

J

b |

17|1l:01,m: i1 | iy
o1:null

o1:null

04|Lor,m:ir|o1

if 1v<m

F

04|1l:01,m:i1 |01

E

08|l: o1,m: iy ‘ i1, Ip
o1:List(v:i2,n: 0p)

04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

¢ e<i

12|Lior,m:f1|e

o1:List(v:io,n: 0p)

@ evaluation edge labeled by condition i, < i

static int max(List 1) {
int m = 0;
while (1 != null) {
if (1.v > m) {
m=1.v;
}
1l =1.n;
}

return m;

}




01:
02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:

iconst_0
istore_1
aload 0
ifnull 16
aload-0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload-0
getfield n
astore_0
goto 3
iload-1
ireturn

State H:

A
01|l:o1|e

B
02|1201|f1

K

C
03|l:i01,m:i1|&

b |

17|1l:01,m: i1 | iy
o1:null

04|Lor,m:ir|o1
o1:null

H >0

F

08|l: o1,m: iy ‘ i1, Ip
o1:List(v:i2,n: 0p)

G lizﬁh

12|Lior,miix|e
o1:List(v:ip,n: 0p)

12|Lior,m:f1|e
o1:List(v:io,n: 0p)

@ labeled by condition i» > i;

04|1l:01,m:i1 |01

E

04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

@ store 1.v (i) in program variable m

static int max(List 1) {
int m = 0;
while (1 != null) {
if (1.v > m) {
m=1.v;
}
1l =1.n;
}

return m;

}
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03:
04:
05:
06:
o7:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:

iconst_0
istore_1
aload 0
ifnull 16
aload-0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload-0
getfield n
astore_0
goto 3
iload-1
ireturn

State H:

A
01|l:o1|e

B
02|1201|f1

K

C
03|l:i01,m:i1|&

b |

17|1l:01,m: i1 | iy
o1:null

o1:null

04|Lor,m:ir|o1

H >0

F

04|1l:01,m:i1 |01

E

08|l: o1,m: iy ‘ i1, Ip
o1:List(v:i2,n: 0p)

04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

G lizﬁh

12|Lior,mi iz |e

o1:List(v:ip,n: 0p)

12|Lior,m:f1|e

o1:List(v:io,n: 0p)

@ labeled by condition i» > i;

@ store 1.v (i) in program variable m

@ G more general than H (generalization edge)

static int max(List 1) {
int m = 0;
while (1 != null) {
if (1.v > m) {

1l.v;
}
1
}

return m;

}

m =

= 1.n;
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03: aload-0
04: ifnull 16
05: aload.0 K J D l
06: getfield v 17|1l:01,m: i1 | iy 04|Lor,m:ir|o1 04|1l:01,m:i1 |01
07: iload-1 01:null o1:null
08: if_icmple 12
09: aload.0 F E
10: getfield v i 08|1:01,m:fy | i1, i _— O4|1:01,m:.i1|01
11: istore_1 o1:List(v: i2,n: 0) o1:List(v:i2, n: 03)
N PO rv T e
14: astore.0 12|Lop,miiz |e — 12|Lon,minfe | J 03[ Lo mii[e
15: goto 3 o1:List(v:ip,n: 0p) o1:List(v:io,n: 0p)
16: iload-1
17: ireturn static int max(List 1) {
int m = 0;
State /: while (1 != null) {
if (1.v > m) {
@ store 1.n (0p) in program variable 1 ) S Do
1 =1.n;
@ goto Line 3 }
return m;

}




01: iconst_0 A B C

0z deEeseLt ot|Liogle| =0 Jo2|101]ir 03|1iop,miiy|e

03: aload. O

04: ifnull 16 |

05: aload.0 K J b l

06: getfield v 17|1l:01,m: i1 | iy 04|Lor,m:ir|o1 04|l:01,m:ip |01

07: iload-1 01:null o1:null

08: if_icmple 12

09: aload.0 F E

10: getfield v i 08|1:01,m:fy | i1, i _— O4|1:01,m:.i1|01

11: istore_1 o1:List(v:i2,n: 0p) o1:List(vii2,n: 0)

N PR YO e radi

14: astore.0 12|lioy,miiz | — 12|Lon,minfe | J03[Liogmii[e

15: goto 3 o1:List(v:ip,n: 0p) o1:List(v:io,n: 0p)

16: iload-1

17: ireturn static int max(List 1) {
int m = 0;

State /: while (1 != null) {

if (1.v > m) {
@ store 1.n (0p) in program variable 1 ) S Do
. 1 =1.n;
@ goto Line 3 }

return m;

@ | corresponds to C (generalization edge) }
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04:
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06:
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08:
09:
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14:
15:
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——

iconst_0
istore_1
aload 0
ifnull 16
aload-0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload-0
getfield n
astore_0
goto 3
iload-1
ireturn

A
01|l:o;|e

B

K

02|1:Ol|f1

C
03|lio1,m:ir|e

b |

17|1l:01,m: i1 | iy
o1:null

04|1: o1,m: i ‘ o1
o1:null

H

h>n

F

08|l: o1,m: iy ‘ i1, Ip
o1:List(v:i2,n: 0p)

G

li2§i1

04|l:01,m:ip |01

E

04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

/

12|l:i01,m:in|e

o1:List(v:ip,n: 0p)

12|Lior,m:f1|e
o1:List(v:io,n: 0p)

Symbolic Execution Graph

03|Liop,m:ir|e

@ expand nodes until all leaves correspond to program ends
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02:
03:
04:
05:
06:
o7:
08:
09:
10:
11:
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14:
15:
16:
17:

e —

iconst_0
istore_1
aload 0
ifnull 16
aload-0
getfield v
iload-1
if_icmple 12
aload-0
getfield v
istore_1
aload-0
getfield n
astore_0
goto 3
iload-1
ireturn

A B C
o1|Liogle| 1=0 Jo2|10]i1 03|L:01,m: it | &
K J p |
17|1l:01,m: i1 | iy 04|Lor,m:ir|o1 04|1l:01,m:i1 |01
o1:null o1:null
F E

H

h>n

08|l: o1,m: iy ‘ i1, Ip
o1:List(v:i2,n: 0p)

04|1l:01,m:i1 |01
o1:List(vii2,n: 0)

G lizﬁh

/

12|Lior,mi iz |e

o1:List(v:ip,n: 0p)

12|Lior,m:f1|e
o1:List(v:io,n: 0p)

Symbolic Execution Graph

03|Liop,m:ir|e

@ expand nodes until all leaves correspond to program ends

@ by appropriate generalization steps,
one always reaches a finite symbolic execution graph
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Complexity of Java Methods

Concrete State (c,7)

01 | 1io1 | €

@ state ¢ with full information on symbolic references o o1:List(v:i, n:0p)

@ 7 maps symb. integers i to Z: 7(iy) = =3, 7() =5 |o2:List(viiz, nioy)
@ abstract state s represents (c, 1)

if s is more general than ¢
@ every concrete Java evaluation can be embedded o1 0

into the symbolic execution graph
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@ 7 maps symb. integers i to Z: 7(iy) = =3, 7() =5 |o2:List(viiz, nioy)
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Concrete State (c,7)

01 | 1ioy | €
@ state ¢ with full information on symbolic references o o1:List(v:i, n:0p)

@ 7 maps symb. integers i to Z: 7(iy) = =3, 7() =5 |o2:List(viiz, nioy)

@ abstract state s represents (c, 1)

if s is more general than ¢

Size of object at reference o in concrete state (c, 7) o1 ©2
|lo]l = number of objects reachable from o + lo2fl = 1+ 5] =6
absolute values of integers in their fields ol = 2+[—3|+[5] =10

Complexity Bound b for abstract state s

with symb. integers i1, ..., i, and symb. references oy, ..., 0n

b is arithmetic term with variables i1, ..., iy, ||o1],- .., ||om]|| such that:
b > length of any Java evaluation
starting with corresponding concrete state represented by s
for all instantiations of i1, ..., i, |lo1]l,-- -, ||oml]
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A B C

01: iconst-0 01|l:01|e =0 02|1:01| i1 03|lo1,m:i1|e
02: istore_1
03: aload-O
04: ifnull 16 K J D l
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08: if_icmple 12 F E
09: aload.0 08|Liop,miig|i,f2 || 04|1:01,m:i1 |01
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—
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Complexity Bound b for abstract state s
with symb. integers i1, ..., i, and symb. references oy, ..., 0n

b is arithmetic term with variables i1, ..., iy, ||o1],- .., ||om]|| such that:

b > length of any Java evaluation

starting with corresponding concrete state represented by s

for all instantiations of i1, ..., i, |lo1]l,-- -, ||oml]
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01: iconst_0 o1|Loie h=0 02|Lo1 it static int max(List 1) {
02: istore_1 [ int m = 0;
03: aload 0 while (1 '= null) {
04: ifnull 16 K J if L.v > m) {
05: aload-0 17|1:01,m:i1|i1 04|1:01,m:i1\01 m=1.v;
06: getfield v o1:null o1:null }
07: iload-1 1 =1.n;
08: if_icmple 12 F 1
09: aload 0 08|1l:01,m:i1|i1,i return m;
L .
10: getfield v or:List(v:i,n:0; }
11: istore_1 . . : . . /
H R>n G i < i | /
_ 12|l.:o1,m:.i2\€ 12|1.:o1,m:.i1\€ >03|1:02,m:i1|6
o1:List(v:ip,n: 0p) i o1:List(v:ip,n: 0p)
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A
01: iconst_0 o1|Loie static int max(List 1) {
int m = 0;
while (1 '= null) {
if (1.v > m) {
m=1.v;
13- |lo1|| + 6 is complexity bound for State A }
1 =1.n;
@ for every concrete state at begin of method max }
. . . return m;
where 07 is a List of size k, }
Java evaluation has at most length 13- k+ 6 v
@ 13- ||1|| 4+ 6 is upper bound for runtime of max
Complexity Bound b for abstract state s
with symb. integers i1, ..., i, and symb. references oy, ..., 0n
b is arithmetic term with variables i1, ..., iy, ||o1],- .., ||om]|| such that:

b > length of any Java evaluation
starting with corresponding concrete state represented by s

for all instantiations of i1, ..., i, |lo1]l,-- -, ||oml]
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C— D if Jloif| >0 A oo/ =lan]] A i{=h

weight: 1

condition: [jo|| =0 if o:null
llo|| >1 if o:List(...)
llo] > 0 otherwise
x"=x  for all variables x



Transform

Evaluation

Edges

ITS over variables F

T 08|L:01,m: it | i1, 2
i, 2, |loi], [loz]]

o1:List(v:ip,n:02)

i, i floall’, [loall’ G le<i

12|1l:01,m: i1 |&
o1:List(vii2,n: 0p)

1 . . .
C— D if [o| 20 A [loa" = lloall A ix =1
1
F-6

weight: 1

condition: [jo|| =0 if o:null
llo|| >1 if o:List(...)
llo] > 0 otherwise
x"=x  for all variables x



Transform

Evaluation

Edges

ITS over variables F

o 08‘1201,m2i1|i1,l'2
i, i, [lo1], [lo2]l

o1:List(v:ip,n:02)

i ol foa] T
12|1:01,m: iy |€
o1:List(v: iz, n: 07)

1 . . .
C— D if Joo| >0 A [loo]/ = lloul| A i =i
F 6 if h<i

weight: 1
condition: [jo|| =0 if o:null
llo|| >1 if o:List(...)
llo] > 0 otherwise
x'=x for all variables x
condition of the edge in the symbolic execution graph



Transform

Evaluation

Edges

ITS over variables F

o 08‘1201,m2i1|i1,l'2
i, i, [lo1], [lo2]l

o1:List(v:ip,n:02)

i ol foa] T
12|1:01,m: iy |€
o1:List(v: iz, n: 07)

1 . . .
C— D if Jaf| >0 A JJal/ =lai]l A i =0
F—G if <i Afo>1A |of >0

weight: 1
condition: [jo|| =0 if o:null
llo|| >1 if o:List(...)
llo] > 0 otherwise
x'=x for all variables x
condition of the edge in the symbolic execution graph



Transform

Evaluation

Edges

ITS over variables F

o 08‘1201,m2i1|i1,l'2
i, i, [lo1], [lo2]l

o1:List(v:ip,n:02)

i ol foa] T
12|1:01,m: iy |€
o1:List(v: iz, n: 07)

1 . . .
C— D if [loo| >0 A [loul' = flox| A if =i
1 . . .
F—G if b<i Aol 21 A floo 20 A flor] = flea]l A fleofl" = le2]] - -

weight: 1
condition: [jo|| =0 if o:null
llo|| >1 if o:List(...)
llo] > 0 otherwise
x'=x for all variables x
condition of the edge in the symbolic execution graph



Transform

Refinement
Edges J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null
ITS over variables E
L. 04|Lo1,m:ir|o1
I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

weight: 1

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x



Transform
Refinement
Edges

ITS over variables

i, i, [loa]l s o2l
i, i floall’, [loall’

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x'=x  for all variables x

J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null

E

04|Lo1,m:ir|o1
o1:List(v: iz, n: 0p)




Transform

Refinement

Edges J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null

ITS over variables E

L. 04|Lo1,m:ir|o1

I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

D-%J if Jo =0

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x'=x  for all variables x



Transform

Refinement

Edges J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null

ITS over variables E

L. 04|Lo1,m:ir|o1

I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

0 . . .
D—J if Joi|| =0 A o] =lo1]] A i{=h

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x'=x  for all variables x



Transform

Refinement

Edges J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null

ITS over variables E

L. 04|Lo1,m:ir|o1

I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

0 . . .
D-%5J if |o||=0A [o] =]l A i =4
D-%E

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x'=x  for all variables x



Transform

Refinement
Edges J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null
ITS over variables E
L. 04|Lo1,m:ir|o1
I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

0 . . .
D—J if |oo]| =0 A |||/ =la]] A i =0
D E if Joi| >1 A [loo] >0

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x



Transform

Refinement
Edges J D
O4‘l:01,m:i1|01 04|1:01,m:i1|01
o1:null
ITS over variables E
L. 04|Lo1,m:ir|o1
I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

0 . ) .
D—J if Joi =0 A [lot]/ = [losll A if =i
0 . . .
D—=E if [al=1 A oo 20 A el =lloll A iz =i

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x



Transform

Refinement
Edges J D
O4‘l:01,m:i1|01 O4|1:01,m:i1|01
o1:null
ITS over variables E
L. 04|Lo1,m:ir|o1
I, 12, ”01” ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

0 . ) .
D—J if Joi =0 A [lot]/ = [losll A if =i
0 . . .
D—=E if [al=1 A oo 20 A el =lloll A iz =i

weight: 0

condition: |jo|| =0 if o:null llo1]l > |lo2]l
llo]| >1 if o:List(...)
o]l >0 otherwise
x'=x for all variables x

if o1 is refined and
o1 reaches o,



Transform

Refinement
Edges J D
04\1:01,m:i1|01 O4|1:01,m:i1|01
o1:null
ITS over variables E
L. 04|Lo1,m:ir|o1
I, 12, ||01|| ) ”02” o1:List(v: iz, n: 0p)

i, i, [loa]’, [loal|’

0 . ) .
D—J if Joi =0 A [lot]/ = [losll A if =i
0 . . .
D—=E if [lof| 21 A floo" 20 A flonl" = flen]l A it =i

weight: 0

condition: |jo|| =0 if o:null llo1]| > |lo2]l’
llo]| >1 if o:List(...)
o]l >0 otherwise
x'=x for all variables x

if o1 is refined and
o1 reaches o, and
o1! not in refined state



Transform

Refinement
J

D

Edges
04\1:01,m:i1|01 O4|1:01,m:i1|01
o1:null

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

D2 if o] =0 A [loufl' = [lor]l A
D-2E if Jo| >1 A Jjoa]/ >0 A...

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x

E
04|Lo1,m:ir|o1
o1:List(v: iz, n: 0p)

=i
Alloall > [loz|

llo1|| > [|o2]|” if o1 is refined and
o1 reaches o, and
o1! not in refined state



Transform

Refinement
J

D

Edges
04\1:01,m:i1|01 O4|1:01,m:i1|01
o1:null

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

D2 if o] =0 A [loufl' = [lor]l A
D-2E if Jo| >1 A Jjoa]/ >0 A...

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x

E
04|Lo1,m:ir|o1
o1:List(v: iz, n: 0p)

=i
Alloall > [loz|

llo1|| > [|o2]|” if o1 is refined and

o1 reaches o, and

o1! not in refined state
lor]| > |i'] if o1 is refined and

07 reaches i



Transform

Refinement
J

D

Edges
04\1:01,m:i1|01 O4|1:01,m:i1|01
o1:null

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

D2 if o] =0 A [loufl' = [lor]l A
D-2E if Jo| >1 A Jjoa]/ >0 A...

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x

E
04|Lo1,m:ir|o1
o1:List(v: iz, n: 0p)

=i
Alloall > [loz|

llo1|| > [|o2]|” if o1 is refined and
o1 reaches o, and
o1! not in refined state
llo1|| > i" > —||o1]|| if o1 is refined and
01 reaches i



Transform

Refinement
J

D

Edges
04\1:01,m:i1|01 O4|1:01,m:i1|01
o1:null

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

D2 if o] =0 A [loufl' = [lor]l A
D-2E if Jo| >1 A Jjoa]/ >0 A...

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x

E
04|Lo1,m:ir|o1
o1:List(v: iz, n: 0p)

=i
Al > lle2ll” A flos]l > iy > —|lo]]

llo1|| > [|o2]|” if o1 is refined and
o1 reaches o, and
o1! not in refined state
llo1|| > i" > —||o1]|| if o1 is refined and
01 reaches i



Transform
Generalization
Edges

ITS over variables
i, i, [lo1], [lo2]l

i iy ol lle2l” | G

12|l:o1,m:ia|e
o1:List(vii2,n: 0p)

12|l:01,m: i1 |€

o1:List(vii2,n: 0p)

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x




Transform
Generalization
Edges

ITS over variables
i, i, [lo1], [lo2]l

i iy ol lle2l” | G

12|l:o1,m:ia|e
o1:List(vii2,n: 0p)

12|l:01,m: i1 |€

o1:List(vii2,n: 0p)

I
()

—

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x




Transform
Generalization
Edges

ITS over variables
i, i, [lo1], [lo2]l

i iy ol lle2l” | G

12|l:o1,m:ia|e
o1:List(vii2,n: 0p)

12|l:01,m: i1 |€

o1:List(vii2,n: 0p)

H-2G if |oof >1 A Jloo] >0

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise
x"=x  for all variables x




Transform
Generalization
Edges

ITS over variables

i, iz, [lor]] [zl

i iy ol lle2l” | c

12|l:o1,m:ia|e 12|l:01,m: i1 |€
Ol:LiSt’(VZ 2,1 02) ) 01:List’(v: i2,1:02)

H-2G if |oof >1 A Jloo] >0

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state



Transform
Generalization
Edges

ITS over variables

i, iz, [lor]] [zl

i iy ol lle2l” | c

12|lo1,m: iz |e 12|l:01,m: /1|
Ol:LiSt’(VZ 2,1 02) ) 01:List’(v: i2,1:02)

H-2G if |oof >1 A Jloo] >0

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state



Transform
Generalization
Edges

ITS over variables

i, iz, [lor]] [zl

i iy ol lle2l” | c

12|lo1,m: iz |e 12|l:01,m: /1|
Ol:LiSt’(VZ 2,1 02) ) 01:List’(v: i2,1:02)

0 . . .
H— G if Joo]| >1 A Jjoo| >0 A Jar||/ = loi]l A i{ =0 A...

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state



C
Transform 03|101,m: i1 |e
Generalization B
Edges

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

I
03|L:iop,m:i|e

0 . . .
H-26 if [log >1 A ool 20 A Jlo]/ = lloll A i{ =10 A...

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state




C
Transform 03|101,m: i1 |e
Generalization B
Edges

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

I
03|L:iop,m:i|e

0 . . .
H-56G if o[ >1 A ool =0 A Jlof/ = lou]| A il =02 A-..
1% c

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state




C
Transform 03|101,m: i1 |e
Generalization B
Edges

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

I
03|L:iop,m:i|e

0 . . .
H— G if Joo]| >1 A JJoo| >0 A JJar||/ = loi]l A i{ =0 A...
I-5C i oo >0

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state




C
Transform 03|101,m: i1 |e
Generalization B
Edges

ITS over variables
i, i, [lo1], [lo2]l
i, i3, loall’, [l

I
03|L:iop,mii|e

0 . . .
H—G if Jlof| >1 A floa =0 A Jjou]' = Joa]l A if =12 A-...
0 . . .
I—C if Joof 20 A o] = [lo2f A if =1

weight: 0

condition: [jo|| =0 if o:null
llo]| >1 if o:List(...)
llo]| > 0 otherwise

x'=y if x in general state corresponds to y in special state
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Complexity of In

2]

1 =0A 1] >0

eger Transition Systems

: 4+ o]l 2 1A [logf] > 0
A llor]l” = [lerl Al = lleall Aip =iy
o)
llotll = 0 A flog]l” = lloall| 1:
All/:ll

\2)

< i A llo1 |l > 1A \|02H >0A [l = [lorl|
Alloall” = lleall Al =it A iy =iz

3:llesll =0
A

4 o]l = 1A llo2|l” > 0 A lloyll > llozl’
Allorll > i3 > —lloxll Allerll” = llorll Aif = i1

A H"IHI = ||01H
Allezll” = llel|
Ni{ =i Nij =iy



Complexity of Integer Transition Systems

2. =0A o]l >0 4cllogll > 1A flea]l >0
Allot|l” = [ler |l Allerll” = lle2ll Ay = i1
/E\ G)4ii>in
, Allorl > 1
lonll > 0 A [lor]l” = lon |l 1:12 SiaAlloll > 1A Jleall >0 A florll” = llell Allo2fl >0
Allzll Alloall” = lloal| Aif =i Ny =i /\HOIHIZHOIH
i b F Alle2ll” = llozll
L) ANil =i Nij =i
3:flerll =0 4 o]l = 1A llo2|l” > 0 A lloyll > llozl’ ,
N Allotll > i3 > —llorll A lloall” = llotll A iy = iy

Complexity Bound b for location s:

b > cost of any ITS evaluation starting with s



Complexity of Integer Transition Systems

2. =0A o]l >0 4cllogll > 1A flea]l >0
Allot|l” = [ler |l Allerll” = lle2ll Ay = i1
/E\ G)4ii>in
, Allorl > 1
lonll > 0 A [lor]l” = lon |l 1:12 SiaAlloll > 1A Jleall >0 A florll” = llell Allo2fl >0
Allzll Alloall” = lloal| Aif =i Ny =i /\HOIHIZHOIH
i b F Alle2ll” = llozll
L) ANil =i Nij =i
3:flerll =0 4 o]l = 1A llo2|l” > 0 A lloyll > llozl’ ,
N Allotll > i3 > —llorll A lloall” = llotll A iy = iy

Complexity Bound b for location s:
b > cost of any ITS evaluation starting with s

for all instantiations of variables in b and s



Complexity of Integer Transition Systems

2. =0A o]l >0 4cllogll > 1A flea]l >0
A llor|l” = [loy |l Allorll” = lle2ll Aiy = iy
@ G) 4>
, Aller| =1
lotll > 0 A Jlotll” = lleal 11!2 S iAol 2 1A Jloz]l 20 A flog]l” = llell Allo2fl >0
Allzll Alloall” = lloal| Aif =i Ny =i AH01H/:II01H
1 5 = Al =l
(p) Nl =i Aif =i
3:flall =0 41 lor]l = 1,A llo2|l” > 0 A HO}H > |loa]l ,
Ao Alloll > i3 > —llorll A lloall” = llorll Aip = iy

3 |lo1|| + 6 is complexity bound for Location A

Complexity Bound b for location s:
b > cost of any ITS evaluation starting with s

for all instantiations of variables in b and s



Complexity of Integer Transition Systems

20 =0A oy >0 4 flotl) > 1A fjorll >0
A llor|l” = [loy |l Allorll” = lle2ll Aiy = iy
@ G)a:h>h
, Aller| =1
1+ logll > 0A floll” = lleall 11’2 S iAol 2 1A Jloz]l 20 A flog]l” = llell Allo2fl >0
Allzll Alloall” = lloal| Aif =i Ny =i AH01H/:II01H
; 5 2 Al = ln
(P) ANl =i AL =i
3:lell =0 4clon]l =1 A llo2ll” >0 A lloyll > lloal” ,
AT Alloll > i3 > —llorll A lloall” = llorll Aip = iy

@ linear bound determined by , .

Complexity Bound b for location s:
b > cost of any ITS evaluation starting with s

for all instantiations of variables in b and s



Complexity of Integer Transition Systems

20 =0A oy >0 4 flotl) > 1A fjorll >0
A llor|l” = [loy |l Allorll” = lle2ll Aiy = iy
@ G)a:h>h
Aller| =1
“leall > 0A floll” = lleall 11’2 S iAol 2 1A [l >0A o]l = llonll Allo2fl >0
Allzll Alloall” = lloal| Aif =i Ny =i AH01H/:II01H
; 5 2 Al = ln
(P) ANl =i AL =i
3:lell =0 4clon]l =1 A llo2ll” >0 A lloyll > lloal” ,
AT Alloll > i3 > —llorll A lloall” = llorll Aip = iy

3 |lo1|| + 6 is complexity bound for Location A

@ linear bound determined by , .

Soundness Theorem

Complexity bound for location s in ITS is also
complexity bound for state s in symbolic execution graph




Complexity of Integer Transition Systems

20 =0A oy >0 4 flotl) > 1A fjorll >0
A llor|l” = [loy |l Allorll” = lle2ll Aiy = iy
@ G)a:h>h
Aller| =1
“leall > 0A floll” = lleall 11’2 S iAol 2 1A [l >0A o]l = llonll Allo2fl >0
Allzll Alloall” = lloal| Aif =i Ny =i AH01H/:II01H
; 5 2 Al = ln
(P) ANl =i AL =i
3:lell =0 4clon]l =1 A llo2ll” >0 A lloyll > lloal” ,
AT Alloll > i3 > —llorll A lloall” = llorll Aip = iy

3 |lo1|| + 6 is complexity bound for State A

@ linear bound determined by , .

Soundness Theorem

Complexity bound for location s in ITS is also
complexity bound for state s in symbolic execution graph




Transition Systems

20 =0A oy >0 4 flotl) > 1A fjorll >0
Allorll” = lloxll Allorll” = lle2ll A iy =i
@ G)a:h>h
Aller| =1
1+ logll > 0A floll” = lleall 11’2 S iAol 2 1A [l >0A o]l = llonll Allo2fl =0
Allzq Alloall” = lloal| Aif =i Ny =i AH01HIZIIO1H
; 5 2 Al = ln
(P) ANl =i AL =i
3:lell =0 4clon]l =1 A llo2ll” >0 A lloyll > lloal” ,
AT Alloll > i3 > —llorll A lloall” = llorll Aip = iy

static int max(List 1) {
int m = 0;
while (1 != null) {
if L.v>m {

13 - ||o1]| + 6 is complexity bound for State A

@ linear bound determined by , .

=1.v;
@ 13- ||1|| 4+ 6 is upper bound for runtime of max i L
= 1l.n;
}
return m;
}

Soundness Theorem

Complexity bound for location s in ITS is also
complexity bound for state s in symbolic execution graph
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Complexity

@ runtime complexity analysis for heap-manipulating Java programs
@ adaption for space or size analysis

@ modular analysis by using summaries

Experiments on 211 programs from the TPDB

O) [ O(logn) [ O(n) [ O(n-logn) | O(n*) [ O(n®) [ O(n”3) | 7 | Success
2
0

28 0 102 0 13 62 | 71 %
10 4 45 3 5 1 143 | 32%




AProVE for Complexity Analysis of

Symbolic
Execution
Graph

Complexity

@ runtime complexity analysis for heap-manipulating Java programs
@ adaption for space or size analysis

@ modular analysis by using summaries

Experiments on 211 programs from the TPDB

O) [ O(logn) [ O(n) [ O(n-logn) | O(n*) [ O(n®) [ O(n”3) | 7 | Success
2
0

28 0 102 0 13 62 | 71 %
10 4 45 3 5 1 143 | 32%

size considers path length and values
size considers path length only
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@ runtime complexity analysis for heap-manipulating Java programs
@ adaption for space or size analysis

@ modular analysis by using summaries

STAC Project “Complexity Analysis-Based Guaranteed Execution”

o DARPA program “Space/Time Analysis for Cybersecurity”
@ joint project with Draper Inc. and University of Innsbruck

° and crucial to detect/prove absence of vulnerabilities
for Java programs




